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About this publication

IBM Workload Scheduler: Administration Guide provides information about the administration of the main components of
IBM Workload Scheduler (often called the engine).

What is new in this release

Learn what is new in this release.

For information about the new or changed functions in this release, see IBM Workload Automation: Overview, section

Summary of enhancements.

For information about the APARs that this release addresses, see the IBM Workload Scheduler Release Notes and the
Dynamic Workload Console Release Notes. For information about the APARs addressed in a fix pack, refer to the readme file
for the fix pack.

New or changed content is marked with revision bars.

Accessibility

Accessibility features help users with a physical disability, such as restricted mobility or limited vision, to use software

products successfully.

With this product, you can use assistive technologies to hear and navigate the interface. You can also use the keyboard

instead of the mouse to operate all features of the graphical user interface.

For detailed information, see the appendix about accessibility in the IBM Workload Scheduler User's Guide and Reference.

Technical training

Cloud & Smarter Infrastructure provides technical training.

For Cloud & Smarter Infrastructure technical training information, see: http://www.ibm.com/software/tivoli/education

Support information

IBM provides several ways for you to obtain support when you encounter a problem.

If you have a problem with your IBM software, you want to resolve it quickly. IBM provides the following ways for you to
obtain the support you need:

« Searching knowledge bases: You can search across a large collection of known problems and workarounds,
Technotes, and other information.

- Obtaining fixes: You can locate the latest fixes that are already available for your product.

« Contacting IBM Software Support: If you still cannot solve your problem, and you need to work with someone from

IBM, you can use a variety of ways to contact IBM Software Support.


http://www.ibm.com/software/tivoli/education

Xii

For more information about these three ways of resolving problems, see the appendix about support information in IBM

Workload Scheduler: Troubleshooting Guide.



Chapter 1. Customizing and configuring IBM Workload
Scheduler

After installing the product you can customize it to fit your operational requirements. You can also change the customized

values at any time. This chapter describes the optional customization steps for IBM Workload Scheduler. It is divided into the

following sections:

« Setting global options on page 13

« Setting local options on page 48

« Setting user options on page 70

« Configuring the dynamic workload broker server on the master domain manager and dynamic domain manager on
page 102

« Configuring the agent on page 71

« Configuring command-line client access authentication on page 123

« IBM Workload Scheduler console messages and prompts on page 132

For more information, see the sections about automating production plan processing and managing the production cycle in

User's Guide and Reference .

Setting global options

Manages the IBM Workload Scheduler global options. You can list, show and change them.

Authorization

You must have the following security permissions for the global options file in the IBM Workload Scheduler security file to

work with this command:

* For opt man |'s Or opt man show.
FILE NAME=GLOBALOPTS ACCESS=DISPLAY
 For opt man chg:

FILE NAME=GLOBALOPTS ACCESS=MODIFY
See Configuring user authorization (Security file) on page 179 for more information on the security file.

Syntax

optman [-u | -v]

optman [connectionParams] chg {option | shortName} = value
optman [connectionParams] Is

optman [connectionParams] show {option | shortName}

13



Administration

Arguments
connectionParams

If you are using optman from the master domain manager, the connection parameters were configured at

installation and do not need to be supplied, unless you do not want to use the default values.

If you are using optman from the command line client on another workstation, the connection parameters
might be supplied by one or more of these methods:

« Stored in the | ocal opt s file
« Stored in the user opt s file
« Supplied to the command in a parameter file

« Supplied to the command as part of the command string

For full details of the connection parameters see Configuring command-line client access authentication on
page 123.

chg {option | shortName} = value

Change the value of an option to the new value supplied. The option can either be identified by its full or its
short name. See Global options - summary on page 15 for a table showing all of the options with their full
and short names, value ranges and default values. See Global options - detailed description on page 27 for
a full description of each option.

Lists the current values of all global options.
show {option | shortName}

Displays the current value of the indicated option. The option can either be identified by its full or its short
name. See Global options - summary on page 15 for a table showing all of the options with their full and
short names, value ranges and default values. See Global options - detailed description on page 27 for a full
description of each option.

Comments

Some of the changes are effective immediately, but others require a specific action, such as running JnextPlan, restarting
the WebSphere Application Server Liberty. These actions are indicated in the option descriptions. See User's Guide and

Reference for more information on the JnextPlan command.

Users can decide to maintain an audit trail recording any changes they perform and the related justifications. To enable the
justification option, set up in a system shell the IBM Workload Scheduler environment variables listed below before running

any optman commands:
IWS_DESCRIPTION

Specify the description to be recorded for each change performed by commands in the shell. The maximum
length for this value is 512 characters. A warning message displays if you exceed the maximum and excess
characters are truncated.
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IWS_CATEGORY

Specify the category to be recorded for each change performed by commands in the shell. The maximum
length for this value is 128 characters. A warning message displays if you exceed the maximum and excess

characters are truncated.

IWS_TICKET

Specify the ticket to be recorded for each change performed by commands in the shell. The maximum
length for this value is 128 characters. A warning message displays if you exceed the maximum and excess

characters are truncated.

For more information about the justification option, see the section about keeping track of changes in Dynamic Workload

Console User's Guide.

Example

Examples
Example 1: list the global options

To list all of the global options, when your connection parameters are supplied via the | ocal opt s and user opt s

files, give the following command:
optman 1s
Example 2: show the value of a global option

To show the current value of the encar r yFor war d global option, identifying it by its short name, give the

following command:
optman show cf
Example 3: change the value of a global option

To change the current value of the encar ryFor war d global option, identifying it by its full name, give the following

command:

optman chg enCarryForward no

Global options - summary

This section summarizes the global options that are managed by optman. The columns in the tables have the following
meanings:
Description
The brief description of the option
Name
The option as used in the optman commands.
Short name

The shortName as used in the optman commands.

15
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Default
The default value that is applied to the option at installation (if present).
Range
The range or choice of values you can supply (where appropriate).
Units
The units that apply to the default and range.
Effect
How to make any changes effective. The following codes have been used:
E

If you are enabling the option, start the Event Processor. If you are disabling the option, stop the
Event Processor.

Imm
The change is effective immediately
Imm (DB)

The change is effective immediately in the database only.

Run JnextPlan.
J (Plan)

Run JnextPlan - it makes the change effective in the plan only.
NSJ

The change is effective on the next submit job stream action.
NSM

The change is effective on the next send mail action.
NoOC

The change is effective on the next change performed on a security object.

Restart WebSphere Application Server Liberty.

The following tables summarize the global options for managing the features and functions of IBM Workload Scheduler:
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Table 1. Workload service assurance feature
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Sh
ortn

Description Name ame | Default | Range | Units | Effect
Enable workload service enWorkloadServiceAssurance wa |yes yes, no [ boolean |J
assurance
Approaching late offset approachingLateOffset al 120 >=0 seconds |Jor W
Deadline offset deadlineOffset do |2 >=0 minutes |JorW
Promotion offset promotionOffset po (120 >=0 seconds |J
Enable forecast start time enForecastStartTime st |no yes, no | boolean [imm
calculation

Table 2. Condition-based workflow automation
Short
Description Name name Default | Range | Units Effect
Name of the job which fileStartConditionJobName fc file_Start | 40 Imm
is automatically added Cond bytes
to the plan to run the file
monitoring task.
Name of the job which is resubmitJobName rj restart_S |40 Imm
automatically added to tartCond | bytes
the plan to resubmit a new
instance of the job stream
where the start condition is
defined.
Default offset set for the startConditionDeadlineOffset cd 2400 0001- |hhmm |Imm
start condition deadline. 9959
Prevent job streams from enStartCondSuccOnDeadline od Fr yes - no | boolean |J
completing in error when the esh
start condition is not met inst
allat
ion
yes

17
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Table 2. Condition-based workflow automation (continued)

Short
Description Name name Default | Range | Units Effect
Upg
rade
no
Table 3. Event-driven workload automation feature - general
Sh
ortn

Description Name ame | Default | Range | Units | Effect
Enable event driven workload enEventDrivenWorkloadAutomation ed |yes yes, no [ boolean |JorE
automation
Rules deployment frequency deploymentFrequency df |5 0-60 minutes | Imm
Enable event processor HTTPS | enEventProcessorHttpsProtocol eh |yes yes, no [ boolean |J
protocol
IBM event integration facility eventProcessorEIFSsIPort ef [31131 0- port W and
port for SSL 65535 | number |J
IBM event integration facility eventProcessorEIFPort ee |31131 0- port W and
port 65535 | number |J
EIF Probe server name (used TECServerName th |localhost name J
both for events in TEC and
TBSM formats)
EIF Probe server port (used both | TECServerPort tp |[5529 0 port J
for events in TEC and TBSM 65535 [ number
formats)

Table 4. Event-driven workload automation feature - event mailing
Sh
ortn

Description Name ame | Default | Range | Units | Effect
Mail sender name mailSenderName ms [TWS name NSM
SMTP server name smtpServerName sn |localhost name Imm
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Table 4. Event-driven workload automation feature - event mailing (continued)

Sh
ortn
Description Name ame | Default | Range | Units | Effect
SMTP Server port smtpServerPort sp |25 0 port NSM
65535 | number
Mail plug-in uses SMTP smtpUseAuthentication ua |no yes, no [ boolean [Imm
authentication
SMTP user name smtpUserName un | <TWS_us name Imm
er>
SMTP user password smtpUserPassword up Imm
Mail plug-in uses SSL smtpUseSSL us [no yes, no [ boolean [Imm
Mail plug-in uses TLS protocol smtpUseTLS tl |no yes, no [ boolean [Imm
Table 5. Event-driven workload automation feature - IBM Z Workload Scheduler plug-in
Sh
ortn
Description Name ame | Default | Range | Units | Effect
IBM Z Workload Scheduler zOSRemoteServerName zr name NSJ
connector remote server name
IBM Z Workload Scheduler zOSServerName zs [localhost name NSJ
connector server name
IBM Z Workload Scheduler zOSServerPort zp |31217 0 port NSJ
connector server port 65535 | number
IBM Z Workload Scheduler zOSUserName zu | <TWS_us name NSJ
connector user name er>
IBM Z Workload Scheduler zOSUserPassword zw NSJ
connector user password
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Table 6. SSL
Sh
ortn
Description Name ame | Default | Range | Units | Effect
Enable strong password enStrEncrypt se |no yes, no [ boolean |J
encryption
Enable the SSL full connection enSSLFullConnection sf |no yes, no | boolean |J
Defines the encryption algorithm | useAESEncryptionAlgorithm ea |N/A yes, no | boolean [N/A
used by IBM® Workload
Scheduler
Table 7. Job management
Sh
ortn
Description Name ame | Default | Range | Units | Effect
Maximum prompts after abend | baseRecPrompt bp |1000 0 prompts |J
65535
Additional prompts after abend | extRecPrompt xp |[1000 0 prompts | J
65535
Concurrent access to resources |enExpandedResources er |yes yes, no | boolean (J
Automatically grant logon as enLogonBatch Ib |no yes, no | boolean (J
batch
Long duration job threshold longDurationThreshold Id |150 100- |seconds |JorW
1000
User for binding to remote jobs | bindUser bu |<TWS_us Imm
from shadow job er>
Table 8. Job stream management
Sh
ortn
Description Name ame | Default | Range | Units | Effect
Job streams without jobs policy |enEmptySchedsAreSucc es |no yes, no | boolean |J
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Sh
ortn
Description Name ame | Default | Range | Units | Effect
Prevent job stream without "at" | enPreventStart ps |[yes yes, no [ boolean |J
dependency from starting
Table 9. Stageman
Sh
ortn
Description Name ame | Default | Range | Units | Effect
Carry job states carryStates cs | null list of J
states
Enable carry forward enCarryForward cf |all all, no |boolean |J
Enable carry forward for enCFinterNetworkDeps ci |yes yes, no [ boolean |J
internetwork dependencies
Enable carry forward resource enCFResourceQuantity rq |yes yes, no [ boolean |J
quantity
Retain rerun job name enRetainNameOnRerunFrom rr | no yes, no | boolean (J
Remove obsolete job streams untilDays ud (0 >=0 days J
Table 10. Planman
Sh
ortn
Description Name ame | Default | Range | Units | Effect
Maximum preproduction plan maxLen xI |8 8-365 | days J
length
Minimum preproduction plan minLen ml |8 7 -365 | days J
length
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Table 11. Logging and auditing

Sh
ortn
Description Name ame | Default | Range | Units | Effect
Log cleanup frequency logCleanupFrequency lc |5 0-60 |[minutes |J
Log history period logHistory Ih |10 >=0 days J
Logman minimum and logmanMinMaxPolicy Im | both literal J
maximum run time policy
Logman normal run time logmanSmoothPolicy It |-1 -1- factor J
calculation policy 100
Enable database auditing enDbAudit da |0 0,1 boolean |Imm
Type of store to be used to log auditStore as |both db, file, Imm
database audit records both
Audit history period auditHistory ah (180 >=1 days Imm
Enable auditing of database GET | enDbGetOpsAudit dg |1 0,1 boolean |Imm
operations
Table 12. Cross dependencies
Sh
ortn
Description Name ame | Default | Range | Units | Effect
Number of days for retrying to notificationTimeout nt |5 1-90 Number | Imm

send notifications about job
status changes to the remote

engine if the notification fails




Table 13. ServiceNow
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Sh
ortn
Description Name ame | Default | Range | Units | Effect
Address of the ServiceNow server servicenowUrl nu name Imm
User who connects to the ServiceNow | servicenowUserName nn name Imm
server
Password associated with the user servicenowUserPassword np name Imm
who connects to the ServiceNow
server
Table 14. Automatic failover
Sh
ortn
Description Name ame | Default | Range | Units | Effect

Enables or disables the automatic enAutomaticFailover af |yes yes, no | boolean [W
failover feature which invokes an
automatic switch from the master
domain manager, event manager, or
both, to a backup.
Enables or disables automatic enAutomaticFailoverActions aa |yes yes, no | boolean |W
failover actions, such as, the
automatic switch of the master or
automatic restart of the fault-tolerant
agent. This option takes effect only if
the enAutomaticFailover option is set
to yes
A comma-separated list of we com name W
workstation names, including the workstationEventMgrListinAutomati ma-se
current event manager workstation, | cFailover para
that serve as backups for the event ted
manager workstation when the list of
automatic failover feature is enabled. workst
If an eligible workstation is defined ation
in a folder, use the composer li ws nam
@;showid command to retrieve the ID es.

The
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Table 14. Automatic failover (continued)

Sh
ortn
Description Name ame | Default | Range | Units | Effect

of the workstation you plan to define maxi
as backup. mum

length

is 256

bytes.
A comma-separated list of wm com name W
workstations, including the current workstationMasterListinAutomaticF ma-se
master domain manager, that serve ailover para
as backups for the master domain ted
manager when the automatic failover list of
feature is enabled. If an eligible workst
workstation is defined in a folder, ation
use the composer li ws @;showid nam
command to retrieve the ID of the es.
workstation you plan to define as The
backup. maxi

mum

length

is 256

bytes.

Table 15. Licensing configuration
Sh
ortn
Description Name ame | Default | Range | Units | Effect

Type of accepted license for IBM licenseType In |ws WS, J
Workload Scheduler wa,

bywor

kstat

ion
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Description

Name

Sh
ortn

ame

Default

Range

Units

Effect

Specify the default license type
for IBM Workload Scheduler
workstations.

defaultWksLicenseType

wn

Ina
Doc
ker
envir
onm

ent

esh

- o ~+~ 0o - -

ion

and

rin

UJ

VER

JOB
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Table 15. Licensing configuration (continued)

Sh
ortn
Description Name ame | Default | Range | Units | Effect
u
p
g
r
a
de.
In an
on-
premi
ses
envir
onm
ent
p
e
r
s
e
r
ver
Table 16. General
Sh
ortn
Description Name ame | Default Range Units | Effect
Company name companyName cn name |[J
Delete folders folderDays fd |10 0-10 days J
Enable centralized security in | enCentSec ts [no yes, no boolean | J
the classic security model
Evaluate start-of-day enlLegacyStartOfDayEvaluation le |no yes, no boolean | J
Enable list security check enListSecChk sc |no yes, no boolean | J
(Plan)
Imm
(DB)
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Sh
ortn
Description Name ame | Default Range Units | Effect
Enable plan auditing enPlanAudit pa [0 0,1 boolean | Imm
Enable security file creation in | enRoleBasedSecurityFileCreation rs | no yes,no boolean | Imm
the role-based security model
Enable extended field support | enSecFileExtendedFields sl |no yes, no boolean [ NOC
in the security file.
Enable the fault-tolerant enSwfaultTol SW |no yes, no boolean | J
switch manager
Enable time zones enTimeZone (deprecated) tz |yes yes, no boolean | J
(Plan)
Imm
(DB)
Enable What-if Analysis enWhatlfAnalysis wi |yes yes, no boolean | J
Ignore calendars ignoreCals ic |no yes, no boolean | J
Start time of processing day | startOfDay sd | 0000 0000 2359 hhmm |J
Job statistics history period statsHistory sh |10 >=0 days J
(Plan)
Imm
(DB)
Critical Jobs Risk Confidence |[riskConfidence rc |80%in 1-99 Number | Imm
fresh
installati
on,
50% in
upgrade

Global options - detailed description

This section gives full descriptions of the global options managed by optman:

approachingLateOffset | al

Approaching late offset. Used in workload service assurance. The critical start time of a job in the critical

network is the latest time that the job can start without causing the critical job to finish after the deadline. In

most cases, a job will start well before the critical start time so that if the job runs longer than its estimated

duration, the situation does not immediately become critical. Therefore, if a job has not started and the critical
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start time is only a few minutes away, the timely completion of the critical job is considered to be potentially at

risk.

The approachingLateOffset option allows you to determine the length of time before the critical start time of
a job in the critical network at which you are to alerted to this potential risk. If a job has still not started the
specified number of seconds before the critical start time, the job is added to a hot list that can be viewed on
the Dynamic Workload Console.

Note: To qualify for addition to the hot list, all time and follow dependencies must have been resolved.

This option is only active if enWorkloadServiceAssurance is set to yes.

The default is 120 seconds.

Note: Whatever value you set for this option, if IBM Workload Scheduler loses the connection
with its database, the default value is applied to critical job processing, and the warning message
AWSJCO135W is issued to tell you what has happened.

Run JnextPlan or restart WebSphere Application Server Liberty (stopappserver and startappserver) to make
this change effective.

auditHistory | ah

Audit history period. Used in audit management. This setting applies only when the auditStore option is set
to db. Enter the number of days for which you want to save audit record data. Audit records are discarded on a
FIFO (first-in first-out) basis.

The default value is 400 days. This option takes effect immediately.

For more information about auditing, see Auditing facilities on page 365.
auditStore | as
Type of store to be used to log database and plan audit records. Enter one of the following:
file

To specify that a flat file in the <i nst al | _di r >/ TWSDATA/ audi t / dat abase directory on the master

domain manager and backup master domain manager is used to store the audit records.
db

To specify that the IBM Workload Scheduler database itself is used to store the audit records.
both

To have audit records logged in both the file and the database.

The default value is bot h. Any change of this value is effective immediately.
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Note: When you upgrade the master domain manager from a previous release, the default value for this
global option is changed. The default value is now both. The reason for this change is to support the
auditing feature which introduces reporting, versioning and rollback functions for database objects. If
you customized the default value in the previous release, the value is overwritten with the new value
with the exception of the auditStore option with the DB value assigned. If the auditStore option was set

to DB, this value is maintained and is not overwritten.

For more information about auditing, see Auditing facilities on page 365.
baseRecPrompt | bp
Maximum prompts after abend. Specify the maximum number of prompts that can be displayed to the
operator after a job abends.
The default value is 1000. Run JnextPlan to make this change effective.
bindUser | bu

User for binding to remote jobs from shadow job. Specify the user ID that is used to bind a shadow job to a
remote job during the security check for "cross dependencies”. This user must be given at least the following

authorizations in the security file:

- Display access to the job and schedule objects that need to be bound

« List access to job objects that need to be bound

However, the ID does not need to be in the user registry of the engine, nor have a password, as it is only
required for authorization purposes.
The default value is the <TWS_user>. Any change of this value is effective immediately.

carryStates | cs

Carry job states. A preproduction option that affects the operation of the stageman command. Specify the
jobs, by state, to be included in job streams that are carried forward. Enclose the job states in parentheses,
double quotation marks, or single quotation marks. Commas can be replaced by spaces. The valid internal job

states are as follows:

Table 17. Valid internal job states

abend abenp add bound done error exec
fall hold intro pend ready rjob sched
skel succ succp suppr susp wait waitd

Some examples of the option are as follows:

carryStates="abend,exec,hold,intro"
carryStates='abend,exec,hold,intro'
carryStates="abend, exec, hold, intro"
carryStates='abend, exec, hold, intro'
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An empty list is entered as follows:

carryStates=null

The default value is null, which corresponds to selecting all states. Run JnextPlan to make this change
effective.
companyName | cn

Company name. Specify the name of your company. The maximum length is 40 bytes. If the name contains
spaces, enclose the name in double quotation marks ("). If you use the Japanese-Katakana language set,

enclose the name within single or double quotation marks.

Run JnextPlan to make this change effective.

deadlineOffset | do

Deadline offset. Used in workload service assurance. Used to calculate the critical start of a critical job in the
case where a deadline has not been specified neither for the job nor its job stream. In this case the deadline is

defaulted to the plan end date and time, plus this offset, expressed in minutes.
This option is only active if enWorkloadServiceAssurance is set to yes.

The default is 2 minutes.

Note:

1. Important: When the plan is extended, the start time of critical jobs with a deadline calculated
with this mechanism is automatically changed as a consequence of the fact that it must now
match the new plan finishing time.

2. Whatever value you set for this option, if IBM Workload Scheduler loses the connection with
its database, the default value is applied to critical job processing, and the warning message
AWSJCO135W is issued to tell you what has happened.

Run JnextPlan or restart WebSphere Application Server Liberty (stopappserver and startappserver) to make

this change effective.
defaultWksLicenseType / wn

Specify the default licensing model for IBM Workload Scheduler workstations. This option is supported only if
the licenseType option is set to bywer kst ati on and a specific value was not specified at creation time for each
workstation. For more information, see licenseType | In on page 40. Supported values are as follows:

perServer

to specify the IBM Workload Scheduler Processor Value Unit (PVU) pricing.

perJob
to specify the IBM Workload Scheduler Per Job (PJ) pricing.
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The default value varies, depending on the environment type:
In a Docker environment

By default, the defaultWksLicenseType option is set to per Job in a fresh installation and to

per Server during product upgrade. By default, the licenseType option is set to bywrkstation in a

fresh installation. This setting is not modified during product upgrade. As a result, the value of the

defaultWksLicenseType option is applied to the creation of all workstation types.

In an on-premises environment

By default, the licenseType option is set to per server, and also defaultWksLicenseType option is

set to per server . Before changing this value, contact your sales representative.
deploymentFrequency | df

Rules deployment frequency. Used in event rule management. Specify the frequency, in minutes, with which
rules are to be checked to detect if there are changes to deploy. All active rules (active rules have the i soraft
property set to no in their definition) that have been changed or added since the last deployment are deployed.

Valid values are in the 0-60 minutes range. If you specify 0, the changes are not deployed automatically and you

must use the planman deploy command.

The default value is 5 minutes. The change is effective immediately.

enAddUser | au

Enable the automatic user addition into the Symphony file. This option enables the automatic addition of a
user into the Symphony file after you create or modify the user in the database. If you specify "yes", the user is
automatically added to the Plan. If you specify "no", the user is not automatically added to the Plan.

The default value is "yes". Changes to this parameter are effective immediately.

For more information about how to use this feature, see "IBM Workload Scheduler: User's Guide and
Reference".
enAddWorkstation | aw

Enable the automatic dynamic agent, pool, and dynamic pool workstation addition into the Symphony file.
This option enables the automatic addition of a dynamic agent, pool, or dynamic pool workstation into the
Symphony file after you created the workstation in the database. If you specify "yes", the workstation is

automatically added to the Plan. If you specify "no", the workstation is not automatically added to the Plan.
The default is "no". Changes to this parameter are effective immediately.

For more information about how to use this feature, see IBM Workload Scheduler: User's Guide and
Reference.

enAutomaticFailover | af

Enable or disable the automatic failover feature. This option enables or disables the automatic failover

feature which invokes an automatic switch from the master domain manager, event manager, or
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both, to a backup workstation. Eligible backups for both the master domain manager and the event
manager can be specified using the optman options, workstationMasterListinAutomaticFailover and
workstationEventMgrListinAutomaticFailover, respectively. For more information about this feature, see

Automatic failover on page 392.

A fresh installation of IBM® Workload Scheduler V9.5FP2 or later enables this feature by default (yes). This
feature is disabled (no) when you upgrade to IBM® Workload Scheduler V9.5FP2 or later. Changes to this

parameter require restarting WebSphere Application Server Liberty.
enAutomaticFailoverActions | aa

Enable or disable the automatic failover actions. This option enables or disables automatic failover actions,
such as, the automatic switch of the master or the automatic restart of the fault-tolerant agent. This option
takes effect only if the enAutomaticFailover option is set to yes. You can set this option to no in the case of a

planned maintenance window.

By default, this option is set to yes. Changes to this parameter require restarting WebSphere Application Server
Liberty.

enCarryForward | cf

Enable carry forward. A preproduction option that affects the operation of the stageman command. Specify

if job streams that did not complete are carried forward from the old to the new production plan (Symphony).
Enter yes to have incompleted job streams carried forward only if the Carry Forward option is enabled in the
Job Scheduler definition. Enter al | to have all incomplete job streams carried forward, regardless of the Carry
Forward option. Enter no to completely disable the Carry Forward function. If you run the Jnext Pl an -for 0000
command and the Carry Forward option is set to either yes or no, a message is displayed informing you that
incompleted job streams might not be carried forward. When the stageman -carryforward command is used, it
overrides enCarryForward. See IBM Workload Scheduler: User's Guide and Reference for more information. If
this option is set to no, running jobs are moved to the USERJOBS job stream.

The default value is all. Run JnextPlan to make this change effective.
enCentSec | ts
Enable centralized security. In the classic security model, determine, how the security file is used within the

network. Centralized security is not relevant to an end-to-end scheduling environment.

If set to yes, the security files of all the workstations of the network can be created and modified only on
the master domain manager. In this case, the IBM Workload Scheduler administrator is responsible for their

production, maintenance, and distribution.

If set to no, the security file of each workstation can be managed by the root user or administrator of the

system. The local user can run the makesec command to create or update the file.
See Centralized security management on page 211 for more information about centralized security.

The default value is no. Run JnextPlan to make this change effective.
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Note: This option does not apply to role-based security model.

enCFinterNetworkDeps | ci

Enable carry forward for internetwork dependencies. A preproduction option that affects the way stageman
handles internetwork dependencies. It specifies if external job streams are carried forward from the old to the
new production plan (Symphony file). Enter yes to have all external job streams carried forward. Enter no to

have no external job streams carried forward.

The default value is yes. Run JnextPlan to make this change effective.
enCFResourceQuantity | rq

Enable carry forward resource quantity. A preproduction option that affects the way stageman handles
resources. Enter yes to carry forward the resource quantity from the old production file to the new. Enter no to
not carry forward the resource quantity. Stageman carries forward resource quantities only if the resource is
needed by a job or job stream that is also being carried forward. Otherwise the resource quantities are set to
the original value. See IBM Workload Scheduler: User's Guide and Reference for details on using this feature.

The default value is yes. Run JnextPlan to make this change effective.
enDbAudit | da

Enable auditing on information available in the database. Enable or disable auditing on information available
in the database. To enable auditing on information available in the database, specify 1. To disable auditing
on information available in the database, specify 0. Auditing information is logged to a flat file in the
TWA_hone/ TWE/ audi t / dat abase directory, to the IBM Workload Scheduler database itself, or to both.

To choose which, set the optman property auditStore. Each IBM Workload Scheduler workstation maintains
its own log. Only actions are logged, not the success or failure of the action. Installation of dynamic domain

managers and agents is not recorded in audit logs.

The default value is 1. Changes to this parameter are effective immediately.

Note: When you upgrade the master domain manager from a previous release, the default value for
this global option is changed. The default value is now 1. The reason for this change is to support the
auditing feature which introduces reporting, versioning and rollback functions for database objects. If

you customized the default value in the previous release, the value is overwritten with the new value.

For more information about auditing, see Auditing facilities on page 365.
enDbGetOpsAudit

Enable auditing of GET database operations. Enable or disable auditing on database GET operations. Disabling
this auditing feature might improve performance. All other database operations are not affected. To disable
auditing on database GET operations, specify 0. To enable auditing on database GET operations, specify 1. This

parameter is effective only if general database audit is enabled. enDbAudit=1).

The default value is 1. Changes to this parameter are effective immediately.
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workstationEventMgrListinAutomaticFailover | we

A list of workstations eligible to serve as a backup for the event manager. A comma-separated list of
workstations that serve as backups for the event manager, including the current event manager itself, when the
automatic failover feature is enabled. The maximum length is 256 bytes. If an eligible workstation is defined in
a folder, use the composer li ws @;showid command to retrieve the ID of the workstation you plan to define as
backup.

If no workstations are specified in this list, then all backup master domain managers in the domain are eligible
backups. Changes to this parameter require restarting WebSphere Application Server Liberty.

workstationMasterListinAutomaticFailover | wm

A list of workstations eligible to serve as a backup for the master. A comma-separated list of workstations
that serve as backups for the master domain manager, including the current master domain manager itself,
when the automatic failover feature (enAutomaticFailover) is enabled. The maximum length is 256 bytes. If an
eligible workstation is defined in a folder, use the composer li ws @;showid command to retrieve the ID of the
workstation you plan to define as backup.

If no workstations are specified in this list, then all backup master domain managers in the domain are

considered eligible backups. Changes to this parameter require restarting WebSphere Application Server
Liberty.

useAESEncryptionAlgorithm | ea

AES algorithm used for passwords Specify whether or not the AES encryption algorithm is used for encrypting
passwords. The AES encryption algorithm is a widely adopted encryption algorithm used to secure digital data.
It is fast, reliable, and considered one of the most secure symmetric encryption methods available today. It is
compliant with FIPS. If set to yes, it indicates that user passwords are encrypted with the AES algorithm. If set
to no, it indicates that a different encryption algorithm is used.

enEmptySchedsAreSucc | es

Job streams without jobs policy. Specify the behavior of job streams without any jobs. If set to yes, the job
streams that contain no jobs are set to SUCC after their dependencies are resolved. If set to no, the job streams
are left in READY status.

The default value is no. Run JnextPlan to make this change effective.

enEventDrivenWorkloadAutomation | ed

Enable event-driven workload automation. Enable or disable the event-driven workload automation feature. To
enable, specify yes. To disable, specify no.

The default value is yes.

After disabling, you must run JnextPlan and stop the event processing server (with the conman stopevtp
command).
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After enabling, you must run JnextPlan and start the event processing server (with the conman startevtp

command).
enEventDrivenWorkloadAutomationProxy | pr
Enable event-driven workload automation proxy. Enable or disable the event-driven workload automation proxy
feature. To enable, specify yes. To disable, specify no.
The default value is no. Run JnextPlan to make this change effective.
enEventProcessorHttpsProtocol | eh
Enable event processor HTTPS protocol. Used in event rule management. Enables or disables the use of the
HTTPS protocol to connect to the event processor server. To enable, enter yes. To disable, enter no.
The default value is yes. Run JnextPlan to make this change effective.
enExpandedResources
Enables up to 60 concurrent holders for an IBM Workload Scheduler resource. Enter yes to enable up to 60
concurrent holders for a resource. Enter no to disable the feature and use only 32 holders for a resource.
The default value is yes. Run JnextPlan to make this change effective.
enForecastStartTime | st

Enable forecast start time. Only applicable when workload service assurance is enabled (see
enWorkloadServiceAssurance). Enter yes to enable the calculation of the predicted start time of each job when
running a forecast plan: this option is recommended if you want to take advantage of the enhanced forecast
capability that calculates the start time of each job considering the estimated duration of its predecessor jobs.
Enabling this feature could negatively impact the time taken to generate the forecast plan. Enter no to disable
the calculation of the predicted start time of each job when running a forecast plan.

The default value is no. Any change of this value is effective immediately.

When this option is set to yes, the enPreventStart global option is ignored during the creation of forecast plans.
enLegacyStartOfDayEvaluation | le

Evaluate start-of-day. Specify how the startOfDay option is to be managed across the IBM Workload Scheduler
network. This is a legacy setting and should always be set to no starting from release 9.4.0 and later. If you set
this option to yes, the startOfDay value on the master domain manager is converted to the local time zone set
on each workstation across the network. If you set this option to no, the startOfDay value on the master domain
manager is applied as is on each workstation across the network. This option requires that the enTimeZone

option is set to yes to become operational.
The default value is no. Run JnextPlan to make this change effective.

enListSecChk | sc

Enabile list security check. Control the objects in the database and the plan that a user is permitted to list when

running a query on the Dynamic Workload Console or IBM® Workload Scheduler database, for example running
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a composer list, or a conman show command. If set to yes, objects in the plan returned from a query or show
command are shown to the user only if the user has been granted the list permission in the security file. If set
to no, all objects are shown, regardless of the settings in the security file.

Note: Setting this option to yes affects how the graphical user interfaces function for the users defined

in the security file.

The default value is no. Run JnextPlan to make this change effective for the plan. For the database, this option

takes immediate effect.

enLogonBatch | Ib

Automatically grant logon as batch. This is for Windows® jobs only. If set to yes, the logon users for
Windows® jobs are automatically granted the right to Logon as batch job. If set to no, or omitted, the right must
be granted manually to each user or group. The right cannot be granted automatically for users running jobs on

a backup domain manager, so you must grant those rights manually.

The default value is no. Run JnextPlan to make this change effective.

enPlanAudit | pa

Enable plan auditing. Enable or disable auditing on information available in the plan. To enable auditing on
information available in the plan, specify 1. To disable auditing on information available in the plan, specify 0.
Auditing information is logged to a flat file, to the IBM Workload Scheduler database itself, or to both. To define
the logging location, set the auditStore global option. For more information, see auditStore | as on page 28.
The audit file is located in the following path on the master domain manager and backup master domain

manager:
TWA _hone\ TWE\ audi t \ dat abase

TWA DATA DIR/ audi t/ dat abase

For the plan, only actions are logged in the auditing file, not the success or failure of any action.
For more information about auditing, see Auditing facilities on page 365.

The default value is 1. Changes to this parameter are effective immediately.

Note: When you upgrade the master domain manager from a previous release, the default value for

this global option is changed. The default value is now 1. The reason for this change is to support the
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auditing feature which introduces reporting, versioning and rollback functions for database objects. If

you customized the default value in the previous release, the value is overwritten with the new value.

enPreventStart | ps

Prevent job stream without "at" dependency from starting. Specify if job streams without an at dependency are
to be prevented from starting immediately, without waiting for the beginning of the day the run cycle specified
in the Job Scheduler identifies. Valid values are yes and no.

The default value is yes. Run JnextPlan to make this change effective.

When the enForecastStartTime option is set to yes, this option is ignored during the creation of forecast plans.
enRetainNameOnRerunFrom | rr

Retain rerun job name. A production option that affects the operation of Batchman, the production control
process of IBM Workload Scheduler. Its setting determines if jobs that are rerun with the Conman rerun
command retain their original job names. To have rerun jobs retain their original job names, enter yes. Enter no

to assign the rerun from name to rerun jobs.

The default value is no. Run JnextPlan to make this change effective.

Note: Starting from version 10.1, this option is deprecated and must not be modified. By default, its
value is set to no.

enRoleBasedSecurityFileCreation | rs

Enable the role-based security model. This option enables the automatic creation of the security file using
the role-based security model. You define the role-based security model in the master domain manager
database by using the Manage Workload Security interface from Dynamic Workload Console or the composer
command-line program.

The default value is yes, which means that the role-based security model is enabled for your installation.

At any time, specify no if you want to disable the role-based security model and replace your current security
file. You can then continue to use the classic security model, that allows you to update your security file by

using dumpsec and makesec commands from the command line.

For more information about user authorization and classic and role-based security models, Configuring user
authorization (Security file) on page 179.

Changes to this parameter are effective immediately.

enSecFileExtendedFields

Enable extended fields support in the security file. Enable long attribute values for all scheduling objects in the
security file. When this option is enabled, it permits the use of the extended version of the security file with the
attribute field value length set to 64K rather then 255 bytes.

37



Administration

38

The default value is no. This change becomes effective the first time you edit a security object.

enSSLFullConnection | sf

Enable the SSL full connection. Specify that IBM Workload Scheduler uses a higher level of SSL connection
than the standard level. For full details see Configuring full SSL security on page 328. Valid values are yes to
enable the SSL full connection or no to disable the SSL full connection.

The default value is no. Run JnextPlan to make this change effective.

enStartCondSuccOnDeadline | od

Prevent job streams from completing in error when the start condition is not met Specify the behavior of the
job stream when the start condition is not met and the Start once option is not selected. If you set the Start
once option, this option is ignored. If you set the option to yes, when the deadline for the start condition is met,
the monitoring job is confirmed in Successful status and the job stream is canceled. If you set the option to no,

the monitoring job is killed, so both the monitoring job and the job stream change to Error status.

The default value is yes in a fresh installation and no in upgrade to maintain compatibility with previous

versions. Run JnextPlan to make this change effective.

enSwfaultTol | sw

Enable the fault-tolerant switch manager. Enable or disable the fault-tolerant switch manager feature. Valid
values are yes to enable the fault tolerant switch manager, and no to disable it. This option has not dynamic
capabilities and is not designed to work with broker agents. It applies to fault-tolerant agents. See the IBM

Workload Scheduler: User's Guide and Reference for more details.

The default value is no. Run JnextPlan to make this change effective.

Note: Starting from version 10.1, this option is deprecated and must not be modified. By default, its

value is set to no.

enTimeZone | tz

Enable time zones. Enables the time zone option.

Note: Starting from version 10.1, this option is deprecated and must not be modified. By default, its
value is set to yes.

enWhatlfAnalysis | wi

Enable What-if Analysis. Enables or disables What-if Analysis, which is the feature that shows plan activities
displayed against time and give you a visual representation of your plan at a glance in real time. To enable
What-if Analysis, specify yes. To disable What-if Analysis, specify no. See Dynamic Workload Console User's
Guide for details on using this feature..

The default value is yes. Run JnextPlan to make this change effective.
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enWorkloadServiceAssurance | wa

Enable workload service assurance. Enables or disables workload service assurance, which is the feature that
manages the privileged processing of mission critical jobs and their predecessors. Specify yes to enable or no
to disable.

Note: Before starting to use workload service assurance you must set up the <TWS_user> in the
security file to have the appropriate access to the objects that this feature will modify - see The

<TWS_user> - special security file considerations on page 252

The default value is yes. Run JnextPlan to make this change effective.
eventProcessorEIFSsIPort | ef

Tivoli® event integration facility port.Used in event rule management. Specify the port number for SSL where
the event processor server receives events from the Tivoli® Event Integration Facility (EIF). Valid values are in
the 0-65535 range.

The default value is 31131. If you change the value, restart WebSphere Application Server Liberty
(stopappserver and startappserver) and run JnextPlan to make this change effective.
eventProcessorEIFPort | ee

Tivoli® event integration facility port. Used in event rule management. Specify the port number where the
event processor server receives events from the Tivoli® Event Integration Facility (EIF). Valid values are in the
0-65535 range.

The default value is 31131. If you change the value, restart WebSphere Application Server Liberty

(stopappserver and startappserver) and run JnextPlan to make this change effective.

If you use a security firewall, make sure this port is open for incoming and outgoing connections.
extRecPrompt | xp

Additional prompts after abend. Specify an additional number of prompts for the value defined in
baseRecPropmt. This applies when a job is rerun after abending and the limit specified in baseRecPropmt has
been reached.

The default value is 1000. Run JnextPlan to make this change effective.

fileStartConditionJobName | fc

Name of the job in charge of running the file monitoring task . Applicable only if you select file as the start
condition type. Specify the name of the job which is automatically added to the plan to run the file monitoring
task. This value is used by default if you do not specify any value for the job name when defining the start
condition. If you specify a value for the job name, this value is ignored.

The default value is FILE_STARTCOND. The maximum supported length is 40 bytes. Changes to this parameter
are effective immediately.
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folderDays | fd

Remove deleted folders, prompts, resources, and workstations from the database. When deleting a folder,

a prompt, or resource, if there are still objects in the plan that reference these objects, then another folder,
prompt, or resource cannot be renamed with the name of the deleted folder, prompt or resource for the number
of days specified by “folderDays?. However, a brand new folder, prompt, or resource can be created with the
name of the deleted object.

When deleting a workstation, if the workstation is still in the plan, then another workstation cannot be renamed
with the name of the deleted workstation for the number of days specified by the global option folderDays.
However, a brand new workstation can be created with the name of the deleted workstation. This behavior

applies only to dynamic agents, pools, and dynamic pools.

The default value is 10 days.

ignoreCals | ic

Ignore calendars. A preproduction option that affects the operation of the planman command. Its setting
determines if user calendars are copied into the new production plan (Symphony) file. To prevent user

calendars from being copied into the new production plan, enter yes.

The default value is no. See IBM Workload Scheduler: User's Guide and Reference. Run JnextPlan to make this

change effective.

Note: Starting from version 10.1, this option is deprecated and must not be modified. By default, its

value is set to yes.

licenseType | In

Type of accepted license for IBM Workload Scheduler.

Supported values are:
ws
perServer
to specify the IBM Workload Scheduler Processor Value Unit (PVU) pricing.
wa
perJob
to specify the IBM Workload Scheduler Per Job (PJ) pricing.
byWorkstation

to specify that the licensing type (either perServer or perJob) is specified at creation time for
each workstation. When you specify this value, you can define the default type of license for
each workstation by setting the defaultWksLicenseType option. For more information, see
defaultWksLicenseType / wn on page 30. For more information about defining workstations,
see the section about workstation definition in User's Guide and Reference.
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The default value is perServer. Run JnextPlan to make this change effective. For additional information about

license management and metrics, see License Management in IBM License Metric Tool on page 468.

You can define this option for the following workstation types:

 master domain manager
- fault-tolerant agent
- standard agent

» dynamic agent

logCleanupFrequency | Ic
Log cleanup frequency. Used in event rule and audit management . Specify how often the automatic cleanup of
log instances is run. Valid values are in the 0-60 minutes range. If you specify 0, the automatic cleanup feature
is disabled.
The default value is 5 minutes. This option takes effect immediately.

logHistory | Ih
Log history period. Used in event rule management. Enter the number of days for which you want to save rule
instance, action run, and message log data. Log instances are discarded on a FIFO (first-in first-out) basis.
The default value is 10 days. This option takes effect immediately.

logmanMinMaxPolicy | Im

Logman minimum and maximum run times policy. Specify how the minimum and maximum job run times are

logged and reported by logman. Possible values are:
elapsedtime
The minimum and maximum elapsed runtimes are logged and reported.
cputime
The minimum and maximum CPU run times are logged and reported.
both
Both the minimum and maximum job runtimes are logged and reported.

See IBM Workload Scheduler: User's Guide and Reference for details on using this feature.

The default value is both. Run JnextPlan to make this change effective.
logmanSmoothPolicy | It

Logman normal run time calculation policy. Set the weighting factor that favors the most recent job run when
calculating the normal (average) run time for a job. This is expressed as a percentage. For example, specify 40
to apply a weighting factor of 40% to the most recent job run, and 60% to the existing average. See the topic
about customizing plan management using global options in IBM Workload Scheduler: User's Guide and
Reference for more information about how to use this option.
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The default value is -1. Run JnextPlan to make this change effective.

longDurationThreshold | Id

Long duration job threshold. Specify, when comparing the actual duration of a job to the estimated duration,
the threshold over which the job is considered to be of "long duration." The threshold value is expressed as a
percentage with respect to the estimated duration. For example, if the threshold is set to 150, and the actual
duration is more than 150% of the estimated duration (it is 50% greater), the job is considered to be a "long

duration" job.

If you have the workload service assurance feature enabled, the effect of a "critical" job satisfying the long
duration criteria is that the job is inserted automatically into the hot list.
Valid values are between:
100
The minimum value. All jobs that exceed the estimated duration are considered long duration jobs
1000
The maximum value. Only those jobs that last ten times as long as their estimated duration are

considered as long duration jobs

The default is 150.

Note: Whatever value you set for this option, if you have the workload service assurance feature
enabled, and IBM Workload Scheduler loses the connection with its database, the default value is
applied to critical job processing, and the warning message AWSJCO135W is issued to tell you what

has happened.

Run JnextPlan or restart WebSphere Application Server Liberty (stopappserver and startappserver) to make

this change effective.
mailSenderName | ms
Mail sender name. Used in event rule management. If you deploy rules implementing an action that sends
emails via an SMTP server, specify a string to be used as the sender of the emails.
The default value is TWS. Changes to this parameter are effective for the next mail send action performed.
maxLen | xI

Maximum preproduction plan length. Specify the maximum length of the preproduction plan in days after it is
automatically extended or created. The value for maxLen must be greater than or equal to the value for minLen

and must be in the range of 8 to 365.

The default is 14 days. Run JnextPlan to make this change effective.
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minLen | ml

Minimum preproduction plan length. Specify the minimum length in days of the preproduction plan that can
pass after the production plan is created or extended, without extending the preproduction plan. If the days
left in the preproduction plan after a JnextPlan are less than the value of this option, the preproduction plan is
automatically extended. The value for minLen must be less than or equal to the value for maxLen and must be

in the range of 7 to 365.

The default is 8 days. Run JnextPlan to make this change effective.
notificationTimeout | nt

Notification timeout. Used in cross dependencies. Specify how many days IBM Workload Scheduler must retry
sending notifications about job status changes to the remote engine if the notification fails. When this timeout
expires, the job request subscription and the status notifications associated to this job are discarded.

Valid values are in the range of 1 to 90. The default is 5 days. Changes to this parameter are effective

immediately.
promotionOffset | po

Promotion offset. Used in workload service assurance. Specify when a job become eligible for promotion in
terms of the number of seconds before its critical start time is reached. Applies only to jobs that are flagged as
critical in a job stream definition and to their predecessor jobs. A critical job and its predecessors make up a

critical network.

When a predecessor jeopardizes the timely completion of the critical job, it is promoted; that is, it is assigned
additional resources and its submission is prioritized with respect to other jobs that are out of the critical

network. Also critical jobs might be promoted.

The scheduler calculates the critical start time of a critical job by subtracting its estimated duration from its
deadline. It calculates the critical start time of a critical predecessor by subtracting its estimated duration from
the critical start time of its next successor. Within a critical network the scheduler calculates the critical start
time of the critical job first and then works backwards along the chain of predecessors. These calculations are

reiterated as many times as necessary until the critical job has run.
This option is only active if enWorkloadServiceAssurance is set to yes.
The default is 120 seconds.

Run JnextPlan to make this change effective.
resubmitJobName | rj

Name of the job in charge of resubmitting the job stream. Specify the name of the Job Stream Submission job
which is automatically added to the plan to resubmit a new instance of the job stream where the start condition

is defined.

The default value is MASTERAGENT S#restart_StartCond, where MASTERAGENTS is the name of the pool
workstation on which the Job Stream Submission job runs. The maximum length for the workstation name
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is 16 bytes, and the maximum length for the job name is 40 bytes. Changes to this parameter are effective

immediately.
resubmitJobUserName | rw

Name of the user in charge of resubmitting the job stream. Specify the user name which owns the Job Stream
Submission job. The Job Stream Submission job is automatically added to the plan to resubmit a new instance
of the job stream where the start condition is defined.

The default value is TWS_User. Changes to this parameter are effective immediately. If the user defined in
the resubmitJobUserName property does not exist, the user name and password defined on WebSphere
Application Server Liberty installed on the master domain manager or backup master domain manager are
used. This implies that the user defined in the resubmitJobUserName property must be the same both on the
master domain manager and on the backup master domain manager, or must be changed immediately after

switching the master domain manager.
riskConfidence | rc

Critical Jobs Risk Confidence Specifies when a critical job must be set as High Risk, comparing the confidence
factor of completing before deadline and the percentage specified in this parameter. If the probability of
completing before the deadline is below riskConfidence, then the critical job is considered at high risk. Valid
values are in the range 1- 99. The default value is 8o%when you perform a fresh installation. If you upgrade a
previous version to the current version, the default value is 50%for maintaining backward compatibility. This

option is effective immediately.
servicenowUrl | nu

ServiceNow URL. Used in event rule management. If you use rules that implement an action that opens an
incident in ServiceNow (or any other application that can open an incident in the ServiceNow format), specify
the ServiceNow URL. You can change this value when you define the action if you want to use a different
ServiceNow URL.

The default value is "htt p: / /1 ocal host : 8080/ api / now v1/ t abl e/ i nci dent ". Changes to this parameter are
effective immediately.

servicenowUserName | nn
ServiceNow user name. Used in event rule management. If you use rules that implement an action that opens
an incident in ServiceNow, specify the identifier of the user connecting to the ServiceNow server.
The default value is the IBM Workload Scheduler user on the master domain manager. Changes to this
parameter are effective immediately.

servicenowUserPassword| np

ServiceNow user password. Used in event rule management. If you use rules that implement an action that
opens an incident in ServiceNow, specify the password associated with the user connecting to the ServiceNow

server.

Changes to this parameter are effective immediately.
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smtpServerName | sn
SMTP server name. Used in event rule management. If you deploy rules implementing an action that sends
emails via an SMTP server, specify the name of the SMTP server to be used by the mail plug-in.
The default value is localhost. Changes to this parameter are effective immediately.

smtpServerPort | sp
SMTP Server port. Used in event rule management. If you deploy rules implementing an action that sends
emails via an SMTP server, specify the port number used to connect to the SMTP server by the mail plug-in.
Valid values are in the range 0-65535.
The default value is 25. Changes to this parameter are effective for the next mail send action performed.

smtpUseAuthentication | ua
Mail plug-in uses SMTP authentication. Used in event rule management. If you deploy rules implementing an
action that sends emails via an SMTP server, specify if the SMTP connection needs to be authenticated. Values
are yes or no.
The default is no. Changes to this parameter are effective immediately.

smtpUserName | un
SMTP server user name. Used in event rule management. If you deploy rules implementing an action that
sends emails via an SMTP server, specify the SMTP server user name.
The default value is the name of the IBM Workload Scheduler user (the <TWS_user>) on the master domain
manager. Changes to this parameter are effective immediately.

smtpUserPassword | up
SMTP server user password. Used in event rule management. If you deploy rules implementing an action
that sends emails via an SMTP server, specify the SMTP server user password. The password is stored in an
encrypted form.
Changes to this parameter are effective immediately.

smtpUseSSL | us
Mail plug-in uses SSL. Used in event rule management. If you deploy rules implementing an action that sends
emails via an SMTP server, specify if the SMTP connection is to be authenticated via SSL. Values are yes or no.
The default is no. Changes to this parameter are effective immediately.

smtpUseTLS | tl

Mail plug-in uses TLS protocol. Used in event rule management. If you deploy rules implementing an action
that sends emails via an SMTP server, specify if the SMTP connection is to be authenticated via the Transport

Layer Security (TLS) protocol. Values are yes or no.

The default is no. Changes to this parameter are effective immediately.
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startOfDay | sd

Start time of processing day. Specify the start time of the IBM Workload Scheduler processing day in 24-hour
format: hhmm (0000-2359).

The default value is 0000 (0:00 a.m.), but if you upgraded your environment to version 10.2.5 starting from a
version earlier than version 8.6, the default value is 0600 (6:00 a.m.). If you change this option, you must also
change the launch time of the final Job Scheduler, which is usually set to one minute before the start time. Run

JnextPlan to make the change of startOfDay effective.

If you need to modify in a production environment the start of day and the FINAL job stream launch time, run

the following command twice:
JnextPlan -to newDay newSoD TZ customerTimezone

For example, if your timezone is America/Chicago and on the 30th of August you want to modify the start of

day from 0400 to 0700, perform the following steps:

1. Verify the current start of day using the optman Is command:

optman 1s
startOfDay / sd=0400

2. Modify the startOfDay global option using optman:
optman chg sd=0700

3. Validate all the job stream definitions to make sure they are compatible with the new startOfDay time

running the composer command:
composer validate <extracted schedule definition>

4. Modify the launch time of the FINAL and FINALPOSTREPORTS job streams modifying the at keyword
from 0359 to 0659.
5. Run the command pl anman showi nf o and look for the production plan end time, for example:

production plan end time: 06/22/2024 03:59 tz CST6CDT
6. Run the following command twice:

JnextPlan -to 06/22/2024 0700 tz America/Chicago
Note: The -t o value must be later than the production plan end time

7. Cancel the previous FINAL and FINALPOSTREPORTS job streams. This final step prevents the
production plan from extending an additional 24 hours.

statsHistory | sh

Job statistics history period. Specify the number of days for which you want to maintain job statistics.
Statistics are discarded on a FIFO (first-in first-out) basis. For example, if you leave the default value of 400,

statistics are maintained for the last 400 days. This has no effect on job standard list files, which must be
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removed with the rmstdlist command. See the IBM Workload Scheduler: User's Guide and Reference for

information about the rmstdlist command.

The default value is 400. Run JnextPlan to make this change effective in the plan. For the database, this option

takes effect immediately.
startConditionDeadlineOffset | cd

Start condition deadline offset. The default offset set for the start condition deadline in 24 hour format:
"hhmm" (0001-9959). Specify the time range during which the start condition is active.

The default value is 2400 and the range is 0001 - 9959. Changes to this parameter are effective immediately.

untilDays | ud

Remove obsolete job and job stream instances from the plan. If an until time (latest start time) has not

been specified for a job or job stream, then the default until time is calculated adding the value of this option,
expressed in number of days, to the scheduled time of the job or job stream. If the enCarryForward option is
set to all, and the number of days specified for untilDays is reached, then any job or job stream instance in the

plan that ended in error is automatically removed from the plan and not added to the new production plan.

The default value is 0. If the default value is used, then for jobs, no default time is set for the until time (latest
start time) . For job streams, if the default is used, then the default until time is 2 days.
Run JnextPlan to make this change effective.

workstationLimit | wl
The workstation limit.
Used in the automatic dynamic agent registration. This parameter specifies the dynamic agent workstation
limit value that the dynamic agent workstation assumes after the workstation is added to the plan. You can

later modify the dynamic agent workstation limit value by using the conman command line or the Dynamic

Workload Console.
Valid values are in the 0-1024 range.

The default is 100. Changes to this parameter are effective immediately.

zOSRemoteServerName | zr

IBM Z Workload Scheduler connector remote server name. Used in event rule management. If you deploy rules
implementing an action that submits job streams to the IBM Z Workload Scheduler controller, enter the name
of the controller specified as the engine to the Z connector. It must exactly match the Z connector engine name

and is case sensitive.
After changing the value of this parameter, the change becomes effective when the next subni t action is run.

z0SServerName | zs

IBM Z Workload Scheduler connector server name. Used in event rule management. If you deploy rules
implementing an action that submits job streams to the IBM Z Workload Scheduler controller, specify the
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name or the hostname of the system where the IBM Z Workload Scheduler connector runs. The default value is

| ocal host .

After changing the value of this parameter, the change becomes effective when the next subni t action is run.
zOSServerPort | zp

IBM Z Workload Scheduler connector server port. Used in event rule management. If you deploy rules

implementing an action that submits job streams to the IBM Z Workload Scheduler controller, specify the

bootstrap port number of the IBM Z Workload Scheduler connector server. Valid values are in the range

0-65535. The default value is 31217.

After changing the value of this parameter, the change becomes effective when the next subni t action is run.

zOSUserName | zu

IBM Z Workload Scheduler connector user name. Used in event rule management. If you deploy rules
implementing an action that submits job streams to the IBM Z Workload Scheduler controller, specify the IBM Z

Workload Scheduler connector user name required to access the IBM Z Workload Scheduler engine.

After changing the value of this parameter, the change becomes effective when the next subni t action is run.
z0SUserPassword | zw

IBM Z Workload Scheduler connector user password. Used in event rule management. If you deploy rules
implementing an action that submits job streams to the IBM Z Workload Scheduler controller, specify the IBM
Z Workload Scheduler connector user password required to access the IBM Z Workload Scheduler engine. The

password is stored in encrypted form.

After changing the value of this parameter, the change becomes effective when the next subni t action is run.

Setting local options

Set local options, such as general attributes of the workstation for the IBM Workload Scheduler processes, in the
| ocal opt s file. Changes do not take effect until netman is stopped (conman shut;wait) and restarted (StartUp).

During the installation process, a working copy of the local options file is installed as TWA_DATA_DIR/ | ocal opt s.

The | ocal opt s file is not modified during the agent upgrade process. The file generated by the upgrade process is saved to
the/ confi g directory, to maintain your custom values, if any. You can then merge the two files with your customized values
and save the resulting file in the TWA_DATA_DIR folder.

A template file containing default settings is located in TWA_DATA_DIR.

Note: All of the SSL settings in the localopts file relate to the network communications and do not relate to the
Dynamic Workload Console.

The options in the | ocal opt s file are described in the following sections:
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* Localopts summary on page 49
« Localopts details on page 52

« Local options file example on page 66

Localopts summary

General attributes of the workstation:

thiscpu = workstation
merge stdlists = yes|no
stdlist width = columns
syslog local = facility
restricted stdlists = yes|no

The attributes of the workstation for the batchman process:

bm check file = seconds

bm check status = seconds
bm look = seconds

bm read = seconds

bm stats = on|off

bm verbose = on|off

bm check until = seconds

bm check deadline = seconds

bm late every = minutes

The attributes of the workstation for the jobman process:

jm job table size = entries

jm look = seconds

jm nice = value

jm promoted nice = UNIX® and Linux® critical job priority
jm promoted priority = Windows® critical job priority

jm no root = yes|no

jm file no root = yes|no

jm read = seconds

jm loaduserprofile = on|off

The attributes of the workstation for the mailman process:

mm response = seconds
mm retrylink = seconds
mm sound off = yes|no
mm unlink = seconds

mm cache mailbox = yes|no
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mm cache size = bytes
mm resolve master = yes|no
autostart monman = yes|no

The attributes of the workstation for the netman process:

nm mortal = yes|no
nm port = port number
nm read = seconds

nm retry = seconds
The attributes of the workstation for the writer process:

wr read = seconds
wr unlink = seconds

wr enable compression = yes|no
Optional attributes of the workstation for remote database files

mozart directory = mozart_share
parameters directory = parms_share

unison network directory = unison_share
The attributes of the workstation for the custom formats
date format = integer
composer prompt = key
conman prompt = key
switch sym prompt = key
The attributes of the workstation for the customization of 1/0 on mailbox files
sync level = low|medium|high
The attributes of the workstation for networking

tcp timeout = seconds

tcp connect timeout = seconds
The attributes of the workstation for SSL - General

ssl auth mode = caonly|string|cpu

ssl auth string = string

SSL FIPS compliance=yes|no

SSL config file=SSL_configuration_file
nm ssl full port = value

nm ssl port = value

OpenSSL attributes of the workstation

SSL key = *.pem
SSL certificate = *.pem
SSL key pwd = *.sth
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SSL CA certificate = *.crt

SSL random seed = *.rnd

SSL cert type = certificate_type

SSL ciphers = SSL_ciphers

SSL cipher suites = encryption_algorithms
SSL version = ss|_version

CLI SSL server auth = yes|no

CLI SSL ciphers = ssl_ciphers

CLI SSL cipher suites = encryption_algorithms
CLI SSL version=

CLI SSL server certificate = file_name

CLI SSL trusted dir = directory_name

Encryption options

encrypt keystore file = keystore_file
encrypt keystore pwd = keystore_password
encrypt label = default

decrypt label list =

The IBM Workload Scheduler instance is a command line client
is remote cli = yes|no
Attributes for CLI connections

host = host_name

protocol = protocol

port = port number

proxy = proxy server

proxy port = proxy server port number

timeout = seconds

defaultws = master_workstation

useropts = useropts_file

Note:



Administration

1. The SSL attributes for the command line client connection will depend on which SSL method is
2 in use. They are included in the relevant section and all commence with "cli".
2. The command lines for the dynamic domain manager and backup dynamic domain manager
will work only if you configure the host and port attributes.

Event Management parameters

can be event processor = yes|no
Centralized Agent Update parameters

DownloadDir = directory_name
Current Folder

current folder = /foldername>

The attributes of the workstation for the Appserver Watchdog ( WebSphere Application Server Liberty)

Application server check attributes on the workstation

appserver check interval = minutes
appserver auto restart = on|off
appserver min restart time = minutes
appserver max restarts = number

appserver count reset interval = hours

Note: The | ocal opt s file syntax is not case-sensitive, and the spaces between words in the option names are

ignored. For example, you can validly write is remote cli as:

« is remote cli

* Is Remote CLI
« isremotecli

+ ISREMOTECLI
* isRemoteCLI
. ..IBM

Localopts details
# comment
Treats everything from the indicated character (#) to the end of the line as a comment.
appserver auto restart = yes|no

Requests the appser vman process to automatically start WebSphere Application Server Liberty if it is found

down. The default is Yes.
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appserver check interval = minutes

Specifies the frequency in minutes that the appser vman process is to check that WebSphere Application Server
Liberty is still running. The default is 3 minutes.

appserver count reset interval = hours

Specifies the time interval in hours after which the restart count is reset from the last WebSphere Application
Server Liberty start. The default is 24 hours.

appserver max restarts = number

Specifies the maximum number of restarting attempts the appser vman process can make before giving up and
exiting without restarting WebSphere Application Server Liberty. The counter is reset if WebSphere Application
Server Liberty runs for longer than the appserver count reset interval value. The default is 5.

appserver min restart time = minutes

Specifies in minutes the minimum elapsed time the appser vman process must wait between each attempt to
restart the WebSphere Application Server Liberty if it is down. If this value is less than the appserver check
i nterval , the WebSphere Application Server Liberty is restarted as soon as it is found down. If it is found down

before this time interval (min restart time) has elapsed, appser vian exits without restarting it. The default is 2
minutes.

autostart monman = yes|no

Used in event rule management. Restarts the monitoring engine automatically when the next production plan is
activated (on Windows® also when IBM Workload Scheduler is restarted). The default is Yes.

bm check deadline = seconds
Specify the minimum number of seconds Batchman waits before checking if a job has missed its deadline. The
check is performed on all jobs and job streams included in the Symphony file, regardless of the workstation
where the jobs and job streams are defined. Jobs and job streams with expired deadlines are marked as late
in the local Symphony file. To obtain up-to-date information about the whole environment, define this option on

the master domain manager. Deadlines for critical jobs are evaluated automatically, independently of the bm

check deadline option. To disable the option and not check deadlines, enter a value of zero, the default value.

bm check file = seconds

Specify the minimum number of seconds Batchman waits before checking for the existence of a file that is
used as a dependency. The default is 120 seconds.

bm check status = seconds

Specify the number of seconds Batchman waits between checking the status of an internetwork dependency.
The default is 300 seconds.

bm check until = seconds

Specify the maximum number of seconds Batchman waits before reporting the expiration of an Until time for
job or Job Scheduler. Specifying a value below the default setting (300) might overload the system. If it is set

below the value of Local Option bm read, the value of bm read is used in its place. The default is 300 seconds.
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bm late every = minutes

When an every job does not start at its expected start time, bm late every specifies the maximum number of
minutes that elapse before IBM Workload Scheduler skips the job. This option applies only to jobs defined with

every option together with the at time dependency, it has no impact on jobs that have only the every option.
bm look = seconds

Specify the minimum number of seconds Batchman waits before scanning and updating its production control
file. If you install the 9.4, FP1 version as a fresh installation, the default value is automatically set to 5 for
improving product performance. The previous default value was 15 seconds and is maintained if you perform a
product upgrade.

bm read = seconds

Specify the maximum number of seconds Batchman waits for a message in the i nt er com msg message file. If
no messages are in queue, Batchman waits until the timeout expires or until a message is written to the file. If
you install the 9.4, FP1 version as a fresh installation, the default value is automatically set to 3 for improving
product performance. The previous default value was 10 seconds and is maintained if you perform a product
upgrade.

bm stats = on|off

To have Batchman send its startup and shut down statistics to its standard list file, specify on. To prevent

Batchman statistics from being sent to its standard list file, specify off. The default is off.
bm verbose = on|off

To have Batchman send all job status messages to its standard list file, specify on. To prevent the extended set

of job status messages from being sent to the standard list file, specify off. The default is off.
can be event processor = yes|no

Specify if this workstation can act as event processing server or not. It is set by default to yes for master
domain managers and backup masters, otherwise it is set to no.

CLI SSL ciphers = cipher_class
Specify the cipher class to be used when the command-line client and the server are using SSL authentication.

The default is MD5.

If you want to use an OpenSSL cipher class, use the following command to determine the list of available
classes:

openssl ciphers

For a full list of supported ciphers, see SSL Ciphers and OpenSSL.
CLI SSL cipher suites suites

Specify one or more supported algorithms for TLS version 1.3, This option does not apply to TLS version 1.2 or
earlier.
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CLI SSL server auth = yes|no

Specify yes if server authentication is to be used in SSL communications with the command line client. The
default is no.

CLI SSL server certificate = file_name

Specify the file, including its full directory path, that contains the SSL certificate when the command-line
client and the server use SSL authentication in their communication. There is no default. See Configuring SSL

attributes on page 326.
CLI SSL trusted dir = directory_name

Specify the directory that contains an SSL trusted certificate contained in files with hash naming (#) when the
command-line client and the server are using SSL authentication in their communication. When the directory
path contains blanks, enclose it in double quotation marks (*). There is no default.

CLI SSL version version

Specify the SSL version to be used. Supported values are:

- atleast.TLSv1.0
- atleast.TLSv1.1
- atleast.TLSv1.2
- atleast.TLSv1.3

where you specify the minimum version of the TLS protocol to be used. In this case, IBM® Workload Scheduler
uses the specified version of the protocol or a higher version, if supported.

* max.TLSv1.0
* max.TLSv1.1
* max.TLSv1.2
* max.TLSv1.3

where you specify the maximum version of the TLS protocol to be used. In this case, IBM® Workload Scheduler

uses the specified version of the protocol or a lower version.

* TLSv1.0
« TLSv1.1
« TLSv1.2
« TLSv1.3

where you specify the exact version of the TLS protocol to be used. In this case, IBM® Workload Scheduler

uses the specified version of the protocol.
composer prompt = prompt

Specify the prompt for the composer command line. The prompt can be of up to 10 characters in length. The
default is dash (-).
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conman prompt = prompt

Specify the prompt for the conman command line. The prompt can be of up to 8 characters in length. The
default is percent (%).

current folder = /foldername>

When submitting commands that involve folders from either the composer or conman command line, you can
change the default folder or working directory from the root (/) to another folder path so that you can submit
commands from the composer or conman command line using relative folder paths.

date format = 0/1/2|3

Specify the value that corresponds to the date format you require. The values can be:

* 0 corresponds to yy/mm/dd
* 1 corresponds to mm/dd/yy
* 2 corresponds to dd/mm/yy

- 3 indicates usage of Native Language Support variables

The defaultis 1.

decrypt label list

The list of previously used aliases for key encryption. When you modify a key alias for key rotation, store the
previous alias in this property. This storage method is useful if the obsolete key is still used in the product.
Separate each value with a comma “,". Note that this property is commented. This property is case insensitive.

For more information about encryption and key rotation, see Automatic encryption for key product files on
page 133.

defaultws = manager_workstation

The default workstation when you are accessing using a command line client. Specify the domain manager
workstation.

jm file no root = yes|no

For UNIX® and Linux® operating systems only, specify yes to prevent Jobman from executing commands in

file dependencies as root. Specify no to allow Jobman to execute commands in file dependencies as root. The
default is no.

DownloadDir = directory_name

Defines the name of the directory where the fix pack installation package or upgrade elmage is downloaded
during the centralized agent update process. If not specified, the following default directory is used:

On Windows operating systems:
TWA_hore\ TWB\ st dl i st\ JM downl oad
On UNIX operating systems:

TWA_home/ TW5/ stdl i st/ JM downl oad
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encrypt keystore file file_name

The path to the keystore PKCS12 file, containing the AES-256 or AES-128 key. The keystore is created
automatically at installation time and the related path is inserted in this parameter. If you want to use a

different keystore, you can create it and add the path in this option.
encrypt keystore pwd password

The path to the keystore stash file.
encrypt label label

The label of the key in the keystore. When you modify a key label for key rotation, store the previous label in the
decrypt label list property, so it can be retrieved if it is still used in the product. This property is case insensitive.
For more information about encryption and key rotation, see Automatic encryption for key product files on

page 133.
host = hostname_or_IP_address

The name or IP address of the host when accessing using a command line client. For Agents, the host or ip

address of the master is used. For Backup Master Domain Manager the value is the default: 127.0.0.1
is remote cli = yes|no

Specify if this instance of IBM Workload Scheduler is installed as a command line client (yes).
jm job table size = entries

Specify the size, in number of entries, of the job table used by Jobman. The default is 1024 entries.
jm loaduserprofile = on|off

Only on Windows operating systems. Specify if the jobman process loads the user profile and its environment
variables for the user specified in the logon field of each job, before starting the job on the workstation. Specify
on to load the user profile on the workstation before running jobs for the logon user; otherwise specify off.
Roaming profiles are not supported. The default is on.

jm look = seconds

Specify the minimum number of seconds Jobman waits before looking for completed jobs and performing

general job management tasks. The default is 300 seconds.
jm nice = nice_value
For UNIX® and Linux® operating systems only, specify the nice value to be applied to jobs launched by

Jobman to change their priority in the kernel's scheduler. The default is zero.

The nice boundary values vary depending upon each specific platform, but generally lower values correspond

to higher priority levels and vice versa. The default depends upon the operating system.

Applies to jobs scheduled by the root user only. Jobs submitted by any other user inherit the same nice value of

the Jobman process.

See also jm promoted nice on page 58.
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jm no root = yes|no

For UNIX® and Linux® operating systems only, specify yes to prevent Jobman from launching root jobs.
Specify no to allow Jobman to launch root jobs. The default is yes.

jm promoted nice = nice_value

Used in workload service assurance. For UNIX® and Linux® operating systems only, assigns the priority value
to a critical job that needs to be promoted so that the operating system processes it before others. Applies to

critical jobs or predecessors that need to be promoted so that they can start at their critical start time.

Boundary values vary depending upon each specific platform, but generally lower values correspond to higher

priority levels and vice versa. The default is -1.

Be aware that:

- The promotion process is effective with negative values only. If you set a positive value, the system runs
it with the -1 default value and logs a warning message every time Jobman starts.

« An out of range value (for example -200), prompts the operating system to automatically promote the
jobs with the lowest allowed nice value. Note that in this case no warning is logged.

« Overusing the promotion mechanism (that is, defining an exceedingly high number of jobs as mission
critical and setting the highest priority value here) might overload the operating system, negatively

impacting the overall performance of the workstation.

You can use this and the jm nice on page 57 options together. If you do, remember that, while jm nice
applies only to jobs submitted by the root user, jm promoted nice applies only to jobs that have a critical start
time. When a job matches both conditions, the values set for the two options add up. For example, if on a
particular agent the local options file has:

jm nice= -2

jm promoted nice= -4
when a critical job submitted by the root user needs to be promoted, it is assigned a cumulative priority value of
-6.

jm promoted priority = value

Used in workload service assurance. For Windows® operating systems only, sets to this value the priority by

which the operating system processes a critical job when it is promoted.

Applies to critical jobs or predecessors that need to be promoted so that they can start at their critical start

time.

The possible values are:

¢ Hi gh
« AboveNor mal (the default)

* Nor nmal
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¢ Bel owNor nal

* Loworildle

Note that if you a set a lower priority value than the one non-critical jobs might be assigned, no warning is given

and no mechanism like the one available for jm promoted nice sets it back to the default.
jmread = seconds

Specify the maximum number of seconds Jobman waits for a message in the couri er. rsg message file. The

default is 10 seconds.
merge stdlists = yes|no

Specify yes to have all of the IBM Workload Scheduler control processes, except Netman, send their console
messages to a single standard list file. The file is given the name TWSmerge. Specify no to have the processes
send messages to separate standard list files. The default is yes.

mm cache mailbox = yes|no

Use this option to enable Mailman to use a reading cache for incoming messages. In this case, only messages

considered essential for network consistency are cached. The default is yes.
mm cache size = messages

Specify this option if you also use mm cache mailbox. The maximum value (default) is 512.
mm resolve master = yes|no

When set to yes the SMASTER variable is resolved at the beginning of the production day. The host of any
extended agent is switched after the next JnextPlan (long term switch). When it is set to no, the SMASTER
variable is not resolved at JnextPlan and the host of any extended agent can be switched after a conman
switchmgr command (short- and long-term switch). Starting from Version 9.5 Fix Pack 2, the default is no

(for previous releases, it was set to yes. When you switch a master domain manager and the original has mm
resolve master set to no and the backup has mm resolve master set to yes, after the switch any extended agent
that is hosted by SMASTER switches to the backup master domain manager. When the backup master domain
manager restarts, the keyword SMASTER is locally expanded by Mailman. You should keep the mm resolve

master value the same for master domain managers and backup domain managers.
mm response = seconds

Specify the maximum number of seconds Mailman waits for a response before reporting that a workstation is

not responding. The minimum wait time for a response is 90 seconds. The default is 600 seconds.
mm retrylink = seconds

Specify the maximum number of seconds Mailman waits after unlinking from a non-responding workstation
before it attempts to link to the workstation again. The default is 600 seconds. The tomserver optional
mailman servers do not unlink non-responding agents. The link is repetitively checked every 60 seconds, which
is the default retrylink for these servers.
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mm sound off = yes|no

Specify how Mailman responds to a conman tellop ? command. Specify yes to have Mailman display
information about every task it is performing. Specify no to have Mailman send only its own status. The default

is no.
mm symphony download timeout = seconds

Specify the maximum number of minutes Mailman waits after attempting to initialize a workstation on a slow
network. If the timeout expires without the workstation being initialized successfully, Mailman initializes the
next workstation in the sequence. The default is no timeout (0).

mm unlink = seconds

Specify the maximum number of seconds Mailman waits before unlinking from a workstation that is not
responding. The wait time should not be less than the response time specified for the Local Option nm
response. The default is 960 seconds.

nm mortal = yes|no

Specify yes to have Netman quit when all of its child processes have stopped. Specify no to have Netman keep
running even after its child processes have stopped. The default is no.

nm port = port

Specify the TCP port number that Netman responds to on the local computer. This must match the TCP/IP
port in the computers workstation definition. It must be an unsigned 16-bit value in the range 1- 65535 (values
between 0 and 1023 are reserved for services such as, FTP, TELNET, HTTP, and so on). The default is the value
supplied during the product installation. If you disable this port at installation time using the port parameter,
this option is automatically set to 0.

If you run event-driven workload automation and you have a security firewall, make sure this port is open for
incoming and outgoing connections.
nm read = seconds

Specify the maximum number of seconds Netman waits for a connection request before checking its message
queue for stop and start commands. The default is 10 seconds.

nm retry = seconds

Specify the maximum number of seconds Netman waits before retrying a connection that failed. The default is
800 seconds.

nm SSL full port = port

The port used to listen for incoming SSL connections when full SSL is configured by setting global option
enSSLFul | Connect i on to yes (see Configuring full SSL security on page 328 for more details). This value must
match the one defined in the secureaddr attribute in the workstation definition in the database. It must be
different from the nm port local option that defines the port used for normal communication.

Note:
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1. If you install multiple instances of IBM Workload Scheduler on the same computer, set all SSL
ports to different values.
2. If you plan not to use SSL, set the value to 0.

The default value is 31113.

nm SSL port = port

The port used to listen for incoming SSL connections, when full SSL is not configured (see Configuring full SSL

security on page 328 for more details). This value must match the one defined in the secureaddr attribute in
the workstation definition in the database. It must be different from the nm port local option that defines the

port used for normal communication.

Note:

1. If you install multiple instances of IBM Workload Scheduler on the same computer, set all SSL
ports to different values.

2. If you plan not to use SSL, set the value to 0.

The default value is 0.

port = port

The TCP/IP port number of the protocol used when accessing using a command line client. The default is
31116.

protocol = http|https
The protocol used to connect to the host when accessing using a command line client.
proxy = proxy_server_hostname_or_IP_address
The name of the proxy server used when accessing using a command line client.
proxy port = proxy_server_port
The TCP/IP port number of the proxy server used when accessing using a command line client.
restricted stdlists = yes|no
Use this option to set a higher degree of security to the stdl i st directory (and to its subdirectories) allowing

only selected users to create, modify, or read files.

This option is available for UNIX workstations only. After you define it, make sure you erase your current

stdlist directory (and subdirectories) and that you restart IBM Workload Scheduler. The default is no.

If the option is not present or if it is set to no, the newly created st dl i st directory and its subdirectories are

unaffected and their rights are as follows:

drwxrwxr-x 22 twsmdm staff 4096 Nov 09 12:12
drwxrwxr-x 2 twsmdm staff 256 Nov 09 11:40 2009.11.09

61



Administration

drwxrwxr-x 2 twsmdm staff 4096 Nov 09 11:40 logs
drwxr-xr-x 2 twsmdm staff 4096 Nov 09 11:40 traces

If the option is set to yes, these directories have the following rights:

drwxr-x--x 5 twsmdm staff 256 Nov 13 18:15

rwxr-x--x 2 twsmdm staff 256 Nov 13 18:15 2009.11.13
rwxr-x--x 2 twsmdm staff 256 Nov 13 18:15 logs
rwxr-x--x 2 twsmdm staff 256 Nov 13 18:15 traces

Do the following to define and activate this option:

1. Change the linerestricted stdlists = notorestricted stdlists = yes inyour local options file.
2. Stop IBM Workload Scheduler.

3. Stop WebSphere Application Server Liberty if present.

4. Remove the stdl i st directory (or at least its files and subdirectories).

5. Start IBM Workload Scheduler.

6. Start WebSphere Application Server Liberty if present.

SSL auth mode = caonly|string|cpu

The behavior of IBM Workload Scheduler during an SSL handshake is based on the value of the SSL

authentication mode option as follows:
caonly

IBM Workload Scheduler checks the validity of the certificate and verifies that the peer certificate
has been issued by a recognized CA. Information contained in the certificate is not examined. The
default value.

string

IBM Workload Scheduler checks the validity of the certificate and verifies that the peer certificate
has been issued by a recognized CA. It also verifies that the Common Name (CN) of the
Certificate Subject matches the string specified into the SSL auth string option. See SSL auth
string = string on page 62.

cpu
IBM Workload Scheduler checks the validity of the certificate and verifies that the peer certificate

has been issued by a recognized CA. It also verifies that the Common Name (CN) of the
Certificate Subject matches the name of the workstation that requested the service.

SSL auth string = string

Used in conjunction with the SSL auth mode option when the "string" value is specified. The SSL auth string

(ranges from 1 - 64 characters) is used to verify the certificate validity. The default string is "tws".
SSL CA certificate = file_name

Specify the name of the file containing the trusted certification authority (CA) certificates required for SSL

authentication. The CAs in this file are also used to build the list of acceptable client CAs passed to the client
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when the server side of the connection requests a client certificate. This file is the concatenation, in order of

preference, of the various PEM-encoded CA certificate files.

The default is/ TW5_DATA DI R/ ssl /certs/ TWBCl i ent Tr ust St or e. pem This file is part of the SSL
configuration distributed with the product to all customers. It is thus not secure and should be replaced with
your own secure SSL configuration. See Configuring SSL attributes on page 326.

SSL certificate = file_name
Specify the name of the local certificate file used in SSL communication.
The default is/ TW5_DATA DI R/ ssl /certs/ TWBCl i ent Tr ust St or e. pem This file is part of the SSL

configuration distributed with the product to all customers. It is thus not secure and should be replaced with
your own secure SSL configuration. See Configuring SSL attributes on page 326.

SSL cert type = certificate_type
Specify the type of the local certificate file used in SSL communication. The default value is P12.
SSL ciphers = cipher_class

Define the ciphers that the workstation supports during an SSL connection.

If you want to use an OpenSSL cipher class, use the following command to find out the list of available classes:

openssl ciphers

For a full list of supported ciphers, see SSL Ciphers and OpenSSL.
SSL cipher suites suites

Specify one or more supported algorithms for TLS version 1.3, This option does not apply to TLS version 1.2 or

earlier.
SSL config file file_name

Specify the name and path of the OpenSSL configuration file. See OpenSSL documentation for details about the
file format and options. If you modify this file, ensure the changes are consistent with the security configuration

in your environment.
SSL FIPS compliance= yes|no

Specifies whether to enable FIPS compliance. In the current release, FIPS is not supported, so this option must

not be changed.
SSL key = file_name
The full path to the private key file in pem format.
This file is part of the SSL configuration distributed with the product to all customers. It is thus not secure and
should be replaced with your own secure SSL configuration. See Configuring SSL attributes on page 326.
SSL key pwd = file_name

The full path to the file containing the password encoded in Base64 for the private key.

63


https://curl.se/docs/ssl-ciphers.html
https://www.openssl.org/docs/man3.0/man1/openssl-ciphers.html

Administration

The default is <TWS_DATA DI R>/ ssl/certs/tls. sth. This file is part of the SSL configuration distributed
with the product to all customers. It is thus not secure and should be replaced with your own secure SSL
configuration. See Configuring SSL attributes on page 326.

SSL random seed = file_name

Specify the pseudo random number file used by OpenSSL on some operating systems. Without this file, SSL
authentication might not work correctly.

The default is <TW5_DATA DI R>/ ssl /certs/tls.rnd. This file is part of the SSL configuration distributed
with the product to all customers. It is thus not secure and should be replaced with your own secure SSL
configuration. See Configuring SSL attributes on page 326.

SSL version version

Specify the SSL version to be used. Supported values are:

- atleast.TLSv1.0
- atleast.TLSv1.1
- atleast.TLSv1.2
« atleast.TLSv1.3

where you specify the minimum version of the TLS protocol to be used. In this case, IBM® Workload Scheduler
uses the specified version of the protocol or a higher version, if supported.

* max.TLSv1.0
* max.TLSv1.1
* max.TLSv1.2
* max.TLSv1.3

where you specify the maximum version of the TLS protocol to be used. In this case, IBM® Workload Scheduler
uses the specified version of the protocol or a lower version.

+ TLSv1.0
« TLSv1.1
s TLSv1.2
* TLSv1.3

where you specify the exact version of the TLS protocol to be used. In this case, IBM® Workload Scheduler

uses the specified version of the protocol.
stdlist width = columns

Specify the maximum width of the IBM Workload Scheduler console messages. You can specify a column
number in the range 1 to 255. Lines are wrapped at or before the specified column, depending on the presence
of imbedded carriage control characters. Specify a negative number or zero to ignore line width. On UNIX®
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and Linux® operating systems, you should ignore line width if you enable system logging with the syslog local
option. The default is 0 columns.

switch sym prompt = prompt
Specify a prompt for the conman command line after you have selected a different Symphony file with the

setsym command. The maximum length is 8 characters. The default is n%.
sync level = low|medium|high
Specify the rate at which IBM Workload Scheduler synchronizes information written to disk. This option affects
all mailbox agents and is applicable to UNIX® and Linux® operating systems only. Values can be:
low
Allows the operating system to handle it.
medium
Flushes the updates to disk after a transaction has completed.
high
Flushes the updates to disk every time data is entered.
The default is low.
syslog local = value

Enables or disables IBM Workload Scheduler system logging for UNIX® and Linux® operating systems only.
Specify -1 to turn off system logging for IBM Workload Scheduler. Specify a number from 0 to 7 to turn on
system logging and have IBM Workload Scheduler use the corresponding local facility (LOCALO through
LOCAL?7) for its messages. Specify any other number to turn on system logging and have IBM Workload
Scheduler use the USER facility for its messages. The default is -1. See IBM Workload Scheduler console

messages and prompts on page 132.

tcp connect timeout = seconds
Specify the maximum number of seconds that can be waited to establish a connection through non-blocking
socket. The default is 15 seconds.

tcp timeout = seconds
Specify the maximum number of seconds that can be waited for the completion of a request on a connected
workstation that is not responding. The default is 300 seconds.

this cpu = workstation_name

The unique identifier of the workstation. Even when the workstation is subsequently moved to a different
folder, the unique identifier remains the same. The name can be a maximum of 16 alphanumeric characters in
length and must start with a letter. When a switch is made between the master domain manager and a backup
domain manager, using the switchmgr command, the Symphony header value for this cpu is overwritten by the

this cpu value in the | ocal opt s file. The default is the host name of the computer.
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timeout = seconds

The timeout in seconds to await for the server operation completion was reached. The command continues to
run on the server until its completion. The default value is 3600 seconds.

unison network directory = directory_name

This parameter applies only to versions of IBM Workload Scheduler prior to version 8.3. Defines the name of

the Unison network directory. The default is TWA_home>/ . . / uni son/ net wor k.
useropts = file_name

If you have multiple instances of IBM Workload Scheduler on a system, use this to identify the useropts file
that is to be used to store the connection parameters for the instance in which this localops file is found. See

Multiple product instances on page 71 for more details.
wr enable compression = yes|no

Use this option on fault-tolerant agents. Specify if the fault-tolerant agent can receive the Symphony file in
compressed form from the master domain manager. The default is no.

wr read = seconds

Specify the number of seconds the Writer process waits for an incoming message before checking for a

termination request from Netman. The default is 600 seconds.
wr unlink = seconds

Specify the number of seconds the Writer process waits before exiting if no incoming messages are received.

The minimum is 120 seconds. The default is 180 seconds.

Local options file example

The following is an example of a default| ocal opt s file:
Note: Some parameters might not be present depending upon your version and configuration.

Example

HAHHHHHHAHHHH A HAH SRR H AR H AR R H R R R H R R H A R R R R
# Licensed Materials - Property of IBMx and HCLxx

# 5698-WSH

# (c) Copyright IBM Corp. 1998, 2016 All rights reserved.

# (c) Copyright HCL Technologies Ltd. 2016, 2024 All rights reserved.

# * Trademark of International Business Machines

# ** Trademark of HCL Technologies Limited

HAHHHHAHAHEHHAHAH A SRR AR SRS H AR R H AR R R R R R R R R R R R R

# The IBM Workload Scheduler localopts file defines the attributes of this
# workstation, for various processes.
# General attributes of this workstation:

thiscpu=GF-UTN-0KG117
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merge stdlists =yes

stdlist width =0

syslog local =-1

restricted stdlists =no

#

# ____________________________________________________________________________

# The attributes of this workstation for the batchman process:
#

bm check file =120
bm check status =300
bm look =5
bm read =3
bm stats =off
bm verbose =off
bm check until =300
bm check deadline =0
bm late every =0

#

# ____________________________________________________________________________

# The attributes of this workstation for the jobman process:
#
jm job table size =1024

jm look =300

jm nice =0

jm promoted nice =-1 #UNIX

jm promoted priority =AboveNormal #WINDOWS

jm no root =yes

jm file no root =no

jm read =10

jm loaduserprofile =on

#

# ____________________________________________________________________________
# The attributes of this workstation for the TWS mailman process:
#

mm response =600

mm retrylink =600

mm sound off =no

mm unlink =960

mm cache mailbox =yes

mm cache size =512

mm resolve master =no

autostart monman  =yes

mm symphony download timeout =0

#

# ____________________________________________________________________________

# The attributes of this workstation for the netman process:
#

nm mortal =no

nm port =31111

nm read =10

nm retry =800

#

B o

# The attributes of this workstation for the writer process:
#

wr read =600

wr unlink =180

wr enable compression =no
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#

# ____________________________________________________________________________
# Optional attributes of this Workstation for remote database files

#

# mozart directory = /opt/IBM/TWA/TWS/mozart

# parameters directory = /opt/IBM/TWA

# unison network directory = /opt/IBM/TWA/TWS/../unison/network

#

# ____________________________________________________________________________
# The attributes of this workstation for custom formats

#

date format =1 # The possible values are 0-yyyy/mm/dd, 1-mm/dd/yyyy, 2-dd/mm/yyyy, 3-NLS.
composer prompt ==

conman prompt =%

switch sym prompt =<n>%

#

# ____________________________________________________________________________

# The attributes of this workstation for the customization of I/O on mailbox files
#

sync level =low

#

# ____________________________________________________________________________
# The attributes of this workstation for networking

#

tcp timeout =300

tcp connect timeout =15

#

e o
# General Secure options

#

SSL auth mode =caonly

#

# Use "SSL auth string" only if "SSL auth mode" 1is set to "string"

#

SSL auth string =tws

#

## This flag set to "yes" require the FIPS 140-2 policies. The default value is "no".

#

SSL FIPS compliance =no

#

# This property specify the path to the file containing OpenSSL configuration properties.
#

SSL config file ="/opt/IBM/TWA/TWSDATA/ssl/openssl.cnf"

#

# Netman full SSL port, use "nm SSL full port"™it on if "enSSLFullConnection" is set to "yes"
# the value "0" means port close

#

nm SSL full port =31113

#

# Netman SSL port

# the value "0" means port close

#

nm SSL port =0

#

# End General Secure options

# ____________________________________________________________________________
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OpenSSL options
This section is dignored for agent dynamic only
when custom certificate are provided in SSL folder by the user,

these lines are substituted by the installation with correct datadir path
pointing to the following files: "tls.crt", "tls.sth", "tls.key", "tls.rnd", "ca.crt"

HOH H OH OH H OH

SSL key =nn

SSL certificate ="/opt/IBM/TWA/TWSDATA/ssl/certs/TWSClientKeyStore.p12"

SSL key pwd ="/opt/IBM/TWA/TWSDATA/ssl/certs/tls.sth"

SSL CA certificate ="/opt/IBM/TWA/TWSDATA/ssl/certs/TWSClientTrustStore.pem"
SSL random seed ="/opt/IBM/TWA/TWSDATA/ssl/certs/tls.rnd"

SSL cert type = P12

SSL Ciphers
SSL Version = atleast.TLSv1.2

#

#CLI SSL server auth =

CLI SSL Ciphers =

CLI SSL cipher suites =

CLI SSL Version = atleast.TLSv1.2
#CLI SSL server certificate =
#CLI SSL trusted dir =

# Encryption options

#

encrypt keystore file ="/opt/IBM/TWA/TWSDATA/ssl/aes/key.pl2"
encrypt keystore pwd ="/opt/IBM/TWA/TWSDATA/ssl/aes/key.sth"
encrypt label ="default"

#decrypt label list =

# The TWS dinstance has been dinstalled as REMOTE CLI
IS REMOTE CLI = no # yes for a REMOTE CLI <installation, no otherwise

o o
# Attributes for CLI connections

#

# General attributes for CLI connections

#

HOST = 127.0.0.1 # Master hostname used when attempting a connection.
PROTOCOL = https # Protocol used to establish a connection with the Master.
PORT = 31116 # Protocol port

#PROXY =

#PROXYPORT =

TIMEOUT = 3600 # Timeout in seconds to wait a server response.

#CLI SSL SERVER AUTH = yes

DEFAULTWS = GF-UTN-OKG117

USEROPTS = useropts_twsuser

# ____________________________________________________________________________
# Event Management parameters

#
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CAN BE EVENT PROCESSOR = yes # yes for MDM and BKM, no otherwise

# Centralized Agent Update
#
#DownloadDir =

# Current Folder
#
#current folder = /

# ____________________________________________________________________________

# Appserver Watchdog default settings

#

Appserver check 1interval = 3 #minutes
Appserver auto restart = yes #yes/no
Appserver min restart time = 2 #minutes
Appserver max restarts = 5 #restarts number
Appserver count reset interval = 24 #hours

Note: The "REMOTE CLI" term indicates the command line client.

Setting user options

Set the user options you require for each user on a workstation in the user opt s file. Changes do not take effect until IBM

Workload Scheduler is stopped and restarted.

The user opt s file contains values for | ocal opt s parameters that must be customized for an individual user. Both files
are located in the user _home/ . TWs directory of the user. When IBM Workload Scheduler needs to access data from the

| ocal opt s file, it looks first to see if the property it requires is stored also in the user opt s file for the current user. The
value specified in the user opt s file always takes precedence over the value in the | ocal opt s file. If a property is not

specified when invoking the command that requires it, or in the user opt s and | ocal opt s files, an error is displayed.

The main use of the user opt s file is to store the user-specific connection parameters for accessing the command line
client, for example conman or composer.
You can define authentication using either the username and password parameters or the JWT parameter:

username

User name used to access the master domain manager. The user must be defined in the security file on
the master domain manager. For more information, see the section about configuring user authorization in

Administration Guide.
password

Password used to access the master domain manager. The presence of the ENCRYPT or AEs label in the
password field indicates that the specified setting has been encrypted; if this label is not present, you must exit

and access the interface program again to allow the encryption of that field.
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JWT

JSON Web Token (JWT) used to access the master domain manager. The JWT parameter always takes
precedence over the username and password parameters. If it is incorrect, the connection does not take
place, even if the username and password parameters are present and correct. You retrieve the JWT from the

Dynamic Workload Console.
Note that these parameters are not stored in the | ocal opt s file.
For more information, see Configuring command-line client access authentication on page 123.

A user opt s file is created for the <TWS_user> during the installation, but you must create a separate file for each user that
needs to use user-specific parameters on a workstation.

Multiple product instances

Because IBM Workload Scheduler supports multiple product instances installed on the same computer, there can be more
than one instance of the user opt s file per user. This is achieved by giving the user opt s files for a user different names for

each instance.

In the I ocal opt s file of each instance the option named useropts identifies the file name of the user opt s file that has to be
accessed in the user _hone/ . TWs directory to connect to that installation instance.

This means that, for example, if two IBM Workload Scheduler instances are installed on a computer and the user operat or is
a user of both instances, you could define the user opt s credentials as follows:

« Inthe I ocal opt s file of the first instance the local option useropts = useropt s1 identifies the oper at or _hone/ . TWs/
user opt s1 file containing the connection parameters settings that user oper at or needs to use to connect to the first
IBM Workload Scheduler instance.

* Inthe I ocal opt s file of the second IBM Workload Scheduler instance the local option useropts = useropt s2 identifies
the oper at or _hone/ . TW8/ user opt s2 file containing the connection parameters settings that user oper at or needs to use

to connect to the second IBM Workload Scheduler instance.

Configuring the agent

The configuration settings of the agent are stored in the JobManager . i ni file. Starting with version 10.2.4, if you are
integrating with a password vault tool, the related configuration is no longer saved in the JobManager . i ni file. Instead, it is
now stored in a profile and, optionally, in a configuration file. For more information, see Configuring the agent to work with a

password vault on page 90.

In a distributed environment, if a gateway is configured to allow the master domain manager or dynamic domain manager to
communicate with a dynamic agent located behind a network boundary, then the gateway configuration settings of the agent
are contained in the Jobmanager Gw i ni file. This file is almost identical to the JobManager . i ni file, however, only parameters

in the [ITA], [Env], and [ResourceAdvisorAgent] sections require configuration. For these parameters, definitions are given for

both the Jobmanager . i ni and JobManager Gwi ni files.
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To find out where these files are located, see the section about installation paths in IBM Workload Scheduler: Planning and

Installation.
Only a subset of the available parameters is documented, because some parameters are reserved for internal use.

These files are made up of many different sections. Each section name is enclosed between square brackets and each

section includes a sequence of vari abl e = val ue statements.

You can customize properties for the following:

« Event-driven workload automation properties

» Log properties

- Trace properties when the agent is stopped. You can also customize traces when the agent is running using the
procedure described in Configuring trace properties when the agent is running on page 78.

« Native job executor

- Java™ job executor

 Resource advisor agent

» System scanner

The log messages are written in the following file:
On Windows operating systems:
<TWA_home>\ TWB\ st dl i st\ JM JobManager _nessage. | og
On UNIX and Linux operating systems:

<TWA_DATA_DIR>/ st dl i st/ JM JobManager _nessage. | og

The trace messages are written in the following file:

On Windows operating systems:

* <TWA_home>\ TWA\ stdl i st\JM | TA trace. | og
* <TWA_home>\ TWE\ st dl i st\ JM JobManager _trace. | og
* <TWA_home>\ TWE\ JavaExt \ | ogs\j avaExecut or 0. | og

On UNIX and Linux operating systems:

* <TWA_DATA_DIR>/stdlist/JM I TA trace. | og
*« <TWA_DATA_DIR>/ stdl i st/ JM JobManager _trace. | og
« <TWA_DATA_DIR>/ JavaExt /| ogs/ j avaExecut or 0. | og

Logging information about job types with advanced options

You can use the I oggi ng. properti es file to configure the logging process for job types with advanced options,
with the exception of the Executable and Access Method job types.

The I oggi ng. properti es file is located on the IBM Z Workload Scheduler Agent, located in the following path:
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On Windows operating systems:
<TWA_home>/ TW5/ JavaExt / cf g/ | oggi ng. properties
On UNIX and Linux operating systems:

<TWA_DATA_DIR>/ JavaExt/ cf g/ | oggi ng. properties

After installation, this file is as follows:

# Specify the handlers to create in the root logger

# (all loggers are children of the root logger)

# The following creates two handlers

handlers = java.util.logging.ConsoleHandler,
java.util.logging.FileHandler

# Set the default logging level for the root logger
.level = INFO

# Set the default logging level for new ConsoleHandler dinstances
java.util.logging.ConsoleHandler.level = INFO

# Set the default logging level for new FileHandler qinstances
java.util.logging.FileHandler.level

= ALL
java.util.logging.FileHandler.pattern

= C:\TWA_home\TWS\JavaExt\logs\javaExecutor%g.log
java.util.logging.FileHandler.limit

= 1000000
java.util.logging.FileHandler.count

= 10

# Set the default formatter for new ConsoleHandler -dinstances

java.util.logging.ConsoleHandler.formatter =
java.util.logging.SimpleFormatter

java.util.logging.FileHandler.formatter =
java.util.logging.SimpleFormatter

# Set the default logging level for the logger named com.mycompany
com.ibm.scheduling = INFO

You can customize:

« The logging level (from INFO to WARNING, ERROR, or ALL) in the following keywords:
.leve
Defines the logging level for the internal logger.

com i bm schedul i ng

Defines the logging level for the job types with advanced options. To log information

about job types with advanced options, set this keyword to ALL.
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- The path where the logs are written, specified by the following keyword:

java.util.logging.FileHandler.pattern

Not all the properties in the JobManager . i ni and JobManager GV i ni files can be customized. For a list of the configurable
properties, see the following sections:

« Configuring log message properties [JobManager.Logging.cclog] on page 75

« Configuring trace properties when the agent is stopped [JobManager.Logging.cclog] on page 77.

« Configuring common launchers properties [Launchers] on page 81

« Configuring properties of the native job launcher [NativeJobLauncher] on page 83.

« Configuring properties of the Java job launcher [JavaJobLauncher] on page 86.

« Configuring properties of the Resource advisor agent [ResourceAdvisorAgent] on page 87.

« Configuring properties of the System scanner [SystemScanner] on page 89

« Configuring environment variables [Env] on page 90

» The section about configuring properties of event-driven workload automation [EventDrivenWorkload] in IBM Z

Workload Scheduler: Scheduling End-to-end with z-centric Capabilities

Configuring general properties [ITA]

About this task

In the JobManager . i ni or JobManager GWi ni file, you can add some general properties to the following section:

[ITA]

You can add or modify the following properties:
ActionPollers

The number of the thread processes started on the gateway workstation to communicate with the broker
server installed on the master domain manager or dynamic domain manager. The default value is 1. Specify
this value if you have more than 100 dynamic agents that communicate with the broker server installed on the
master domain manager or dynamic domain manager by using the same gateway. Restart the agent after the
property change.

http_proxy

The URL of the proxy configured in a distributed environment through which agents or gateways communicate
to the broker server installed on the master domain manager or dynamic domain manager. The value is

htt ps_proxy =http://<proxy_workstation>: <pr oxy_wor kst ati on_port >, where:

- <proxy_workstation> is the fully qualified host name of the workstation where the proxy is configured.
- <proxy_workstation_port> is the port number of the workstation where the proxy is configured.

Restart the agent after the property change.
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DebugDir

You can use this parameter to enable tracing for the dynamic agent to help determine what information is being
sent to and from a dynamic agent workstation. Perform the following steps:

1. Create a directory to dump the files sent and received by the dynamic agent, for example / t np/ DA_DD. This directory
needs to be writable by the user owning the dynamic agent.
2. Add the DebugDir parameter to the path of the directory you created, for example:

DebugDir = /tmp/DA_DD
3. Restart the dynamic agent using the following commands:

ShutDownlLwa
StartUplLwa

Remember to monitor the debug directory on a regular basis to ensure it does not become too large. No automatic
check is performed on the debug director. For more information, see Enable packet tracing for dynamic agent using

ITA parameter DebugDir.

Configuring log message properties [JobManager.Logging.cclog]
About this task

To configure the logs, edit the [JobManager.Logging.cclog] section in the JobManager . i ni file. This procedure requires that
you stop and restart the IBM Workload Scheduler agent

The section containing the log properties is named:

[JobManager.Logging.cclog]

You can change the following properties:
JobManager.loggerhd.fileName
The name of the file where messages are to be logged. the default value is
On Windows operating systems
TWA _honme\ stdlist\JM JOBMANAGER- FFDC
On UNIX operating systems
$( TWA_DATA DIR)/ stdli st/ JM JobManager _nessage. | og
JobManager.loggerhd.maxFileBytes
The maximum size that the log file can reach. The default is 1024000 bytes.
JobManager.loggerhd.maxFiles
The maximum number of log files that can be stored. The default is 3.
JobManager.loggerhd.fileEncoding

By default, log files for the agent are coded in UTF-8 format. If you want to produce the log in a different format,

add this property and specify the required codepage.
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JobManager.loggerfl.level

The amount of information to be provided in the logs. The value ranges from 3000 to 7000. Smaller numbers
correspond to more detailed logs. The default is 3000.

JobManager.ffdc.maxDiskSpace

Exceeding this maximum disk space, log files collected by the first failure data capture mechanism are

removed, beginning with the oldest files first.
JobManager.ffdc.baseDir
The directory to which log and trace files collected by the ffdc tool are copied. The default directory is
On Windows operating systems
TWA_hone\ stdl i st\ JM JobManager _nmessage. | og
On UNIX operating systems
$( TWA_DATA_DIR) / stdl i st/ JM JobManager _nmessage. | og
JobManager.ffdc.filesToCopy

Log and trace files (JobManager _nmessage. | og and JobManager _trace. | og) collected by the ffdc tool
located in <TWA_hone>\ TWB\ st dl i st\ JM The files are available in the following paths:

On Windows operating systems

* TWA_home/ TW5/ st dl i st/ JM JobManager _nmessage. | og
« TWA_home/ TWS/ st dl i st/ JM JobManager _trace. | og

On UNIX operating systems

* $( TWA_DATA DIR)/stdlist/JM JobManager _nessage. | og
* $( TWA_DATA DIR)/stdlist/JM JobManager _trace. | og

When a message is logged (JobManager.ffdc.triggerFilter = JobManager.msgldFilter) that has an ID that
matches the pattern "AWSITA*E" (JobManager.msgldFilter.msglds = AWSITA*E), which corresponds to all error
messages, then the log and trace files (JobManager.ffdc.filesToCopy = "/opt/IBM/TWA_<TWS_user>/TWS/
stdlist/JM/JobManager_message.log" "/opt/IBM/TWA_<TWS_user>/TWS/stdlist/JM/JobManager_trace.log")
are copied (JobManager.ffdc.className = ccg_ffdc_filecopy_handler) to the directory JOBMANAGER- FFDC
(JobManager.ffdc.baseDir = /opt/IBM/TWA_<TWS_user>/TWS/stdlist/JM/JOBMANAGER-FFDC). If the files
copied exceed 10 MB (JobManager.ffdc.maxDiskSpace = 10000000), then the oldest files are removed first
(JobManager.ffdc.quotaPolicy = QUOTA_AUTODELETE).

After installing the z-centric agent or dynamic agent on Windows 2012, the JobManager _nmessage. | og might
not be created. In this case, perform the following procedure:

1. Stop the agent.
2. Create a backup copy of JobManager . i ni, and edit the original file by changing the row:
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JobManager.loggerhd.className = ccg_multiproc_filehandler

to

JobManager.loggerhd.className = ccg_filehandler

3. Restart the agent.

Configuring trace properties when the agent is stopped [JobManager.Logging.cclog]
How to configure the trace properties when the agent is stopped.

To configure the trace properties when the agent is stopped, edit the [JobManager.Logging] section in the JobManager . i ni file

and then restart the IBM Workload Scheduler agent.

The section containing the trace properties is named:

[JobManager.Logging.cclog]

You can change the following properties:
JobManager.trhd.fileName
The name of the trace file. the default path is as follows:
On Windows operating systems
TWA_home/ TWS/ stdl i st/ JM JobManager _trace. | og
On UNIX operating systems
$( TWA_DATA DIR)/stdlist/JM JobManager _trace. | og
JobManager.trhd.maxFileBytes
The maximum size that the trace file can reach. The default is 10240000 bytes.
JobManager.trhd.maxFiles
The maximum number of trace files that can be stored. The default is 5.
JobManager.trfl.level

Determines the type of trace messages that are logged. Change this value to trace more or fewer events, as

appropriate, or on request from IBM Software Support. Valid values are:
DEBUG_MAX
Maximum tracing. Every trace message in the code is written to the trace logs.
INFO

All informational, warning, error 